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Abstract 

Unmanned Aerial Vehicles (UAVs) have become important assets in modern military 

operations, providing Intelligence, Surveillance, and Reconnaissance (ISR) capabilities while 

reducing operational risk to personnel. The effectiveness of these systems depends strongly 

on the reliability and resilience of their communication links, which support both Command 

and Control (C2) and payload data transmission. 

This thesis examines the wireless communication links and network architectures 

used in tactical UAV systems, with emphasis on S-band and C-band frequencies used for 

line-of-sight UAV communication. The study analyzes the communication requirements of 

UAV operations, the propagation characteristics of these frequency bands, and the network 

architectures that enable reliable connectivity between the UAV and the Ground Control 

Station. Key communication technologies examined include wireless mesh networks, Mobile 

Ad Hoc Networks (MANET), and phased-array radio systems, with particular emphasis on 

directional beamforming techniques that enhance link reliability and improve resistance to 

interference. 

The V-BAT Vertical Take-Off and Landing (VTOL) UAV is used as a representative 

case study to illustrate how these communication technologies are implemented in practical 

UAV communication architectures. Finally, the thesis examines electronic warfare threats 

affecting UAV communication systems, including jamming, interception, and spoofing, and 

discusses mechanisms that improve communication resilience in contested electromagnetic 

environments. 
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Περίληψη 

Τα Μη Επανδρωμένα Αεροχήματα (ΜΕΑ) αποτελούν πλέον βασικό πλεονέκτημα 

στις σύγχρονες στρατιωτικές επιχειρήσεις, παρέχοντας δυνατότητες Πληροφοριών, 

Επιτήρησης και Αναγνώρισης (Intelligence, Surveillance and Reconnaissance - ISR), ενώ 

παράλληλα μειώνουν τον επιχειρησιακό κίνδυνο για το προσωπικό. Η αποτελεσματικότητα 

των συστημάτων αυτών εξαρτάται σε μεγάλο βαθμό από την αξιοπιστία και την 

ανθεκτικότητα των επικοινωνιακών τους ζεύξεων, οι οποίες υποστηρίζουν τόσο τις 

λειτουργίες Διοίκησης και Ελέγχου (Command and Control -C2) όσο και τη μετάδοση 

δεδομένων από τα ωφέλιμα φορτία. 

Η παρούσα διπλωματική εργασία εξετάζει τις ασύρματες επικοινωνιακές ζεύξεις και 

τις αρχιτεκτονικές δικτύων που χρησιμοποιούνται στα τακτικά ΜΕΑ, με έμφαση στις 

συχνοτικές ζώνες S-band και C-band, οι οποίες χρησιμοποιούνται για επικοινωνίες οπτικής 

επαφής (Line-of-Sight -LOS) μεταξύ του ΜΕΑ και του επίγειου σταθμού ελέγχου. 

Αναλύονται οι επικοινωνιακές απαιτήσεις των επιχειρήσεων ΜΕΑ, τα χαρακτηριστικά 

διάδοσης των συγκεκριμένων συχνοτικών ζωνών, καθώς και οι αρχιτεκτονικές δικτύων που 

εξασφαλίζουν αξιόπιστη συνδεσιμότητα μεταξύ του αεροχήματος και του Σταθμού Ελέγχου 

Εδάφους (Ground Control Station - GCS). Ιδιαίτερη έμφαση δίνεται σε τεχνολογίες 

ασύρματης επικοινωνίας, όπως τα ασύρματα δίκτυα πλέγματος (Wireless Mesh Networks -

WMNs), τα Κινητά Ad Hoc Δίκτυα (Mobile Ad Hoc Networks -MANETs) και τα 

συστήματα ασυρμάτων phased-array, με ιδιαίτερη έμφαση στις τεχνικές κατευθυντικής 

διαμόρφωσης δέσμης (beamforming), οι οποίες ενισχύουν την αξιοπιστία της ζεύξης και 

βελτιώνουν την ανθεκτικότητα στις παρεμβολές. 

Το UAV V-BAT κάθετης απογείωσης και προσγείωσης χρησιμοποιείται ως μελέτη 

περίπτωσης για να καταδείξει τον τρόπο με τον οποίο αυτές οι τεχνολογίες επικοινωνίας 

υλοποιούνται σε πρακτικές αρχιτεκτονικές επικοινωνίας UAV. Τέλος, η εργασία εξετάζει τις 

απειλές ηλεκτρονικού πολέμου που επηρεάζουν τα συστήματα επικοινωνιών των UAV, όπως 

οι παρεμβολές (jamming), η υποκλοπή (interception) και η παραποίηση σημάτων (spoofing), 

και παρουσιάζει μηχανισμούς που βελτιώνουν την ανθεκτικότητα της επικοινωνίας σε 

περιβάλλοντα με ηλεκτρομαγνητικές παρεμβολές. 
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CHAPTER 1 

Introduction to UAV and V-BAT VTOL System 

1.1 UAVs: Definition and Operational Usage 

Unmanned Aerial Vehicles (UAVs) have become a core capability within modern 

military and security operations, providing remote airborne presence with reduced 

operational risk to personnel. UAVs are regarded as a force multiplier in contemporary 

conflicts due to their ability to undertake Intelligence, Surveillance, and Reconnaissance 

(ISR) tasks without exposing aircrew to hostile environments (Gargalakos, 2021). 

Operational experience in recent conflicts has demonstrated that tactical UAVs enable 

reconnaissance and observation missions without exposing forces to direct enemy fire, 

significantly reducing the risk to personnel in contested environments (Zlepko, 2016). 

A UAV is defined as an aerial vehicle that does not carry a human operator on board 

and is piloted remotely or through autonomous flight control using an integrated Command 

and Control (C2) link. Within NATO terminology, the UAV forms one component of a 

broader Unmanned Aircraft System (UAS), which also includes the Ground Control Station 

(GCS), communication links, mission payloads, and the supporting infrastructure required for 

launch, recovery, and sustainment. This system-level perspective is aligned with the 

segmentation model formalized in NATO STANAG 4586, which defines standard interfaces 

between the air vehicle, payload, control station, and data links. In this thesis, STANAG 4586 

is employed as conceptual reference architecture for analyzing modern UAS 

communications. Publicly available documentation indicates that the V-BAT does not 

currently advertise compliance with STANAG 4586 interoperability levels (Khan, 2021; 

Shield AI, 2021).  

UAVs are commonly categorized based on airframe class, operational altitude, 

mission endurance, and launch and recovery method. A significant proportion of the 

international UAV market is devoted to reconnaissance-oriented tactical systems, reflecting 

strong operational demand for persistent ISR at the tactical level (Zlepko, 2016). Tactical 

UAVs, such as the class of systems represented by the V-BAT, typically operate in the lower-
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to-mid altitude regime and provide direct support to land and maritime forces through 

persistent ISR, target tracking, and mission support tasks (Gargalakos, 2021). 

Multiple classification schemes exist for UAS depending on doctrinal and regulatory 

requirements. NATO doctrine typically classifies UAVs by operational role and typical 

operating altitude (Mini, Tactical, MALE, HALE), reflecting C2 and ISR datalink 

characteristics. Conversely, certain U.S. Air Force documents employ a five-group taxonomy 

based on maximum take-off weight for airspace safety and UAS identification (Tachinina, 

2022). 

According to the NATO STANAG 4670, UAVs can be divided into three classes and 

seven categories, depending on their flight height, mission targeting and range. 

 

Table 1: NATO UAS CLASSIFICATION (Gettinger, 2024). 

NATO UAS CLASSIFICATION 

Class Category Normal Employment Normal 

Operating 

Altitude 

Normal 

Mission 

Radius 

Primary 

Supported 

Commander 

Example 

Platform 

Class III 

(>600 kg) 

Strike/ 

Combat * 

Strategic/National Up to 65,000 

ft 

Unlimited 

(BLOS) 

Theater Reaper 

HALE Strategic/National Up to 65,000 

ft 

Unlimited 

(BLOS) 

Theater Global Hawk 

MALE Operational/Theater Up to 45,000 

ft 

MSL 

Unlimited 

(BLOS) 

JTF Heron 

Class II 

(150-600 

kg) 

Tactical Tactical Formation Up to 18,000 

ft 

AGL 

200 km 

(LOS) 

Brigade Hermes 450 

Class I 

(<150 kg) 

Small 

(>15 kg) 

Tactical Unit Up to 5,000 

ft 

AGL 

50 km 

(LOS) 

Battalion, 

Regiment 

Scan Eagle 
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Mini  

(<15 kg) 

Tactical Subunit 

(manual or hand 

launch) 

Up to 3,000 

ft 

AGL 

Up to 25 

km 

(LOS) 

Company,  

Platoon, 

Squad 

Skylark 

Micro ** 

(<66 J) 

Tactical Subunit 

(manual or hand 

launch) 

Up to 200 ft 

AGL 

Up to 5 

km 

(LOS) 

Platoon,  

Squad 

Black 

Widow 

 

 

Table 2: DoD UAS CLASSIFICATION (Gettinger, 2024). 

DoD UAS Classification 

UAV Category Maximum Gross 

Takeoff Weight 

(lbs) 

Normal Operating 

Altitude (ft) 

Speed (KIAS) Representative 

UAS 

Group 1 0 - 20 <1200 AGL 100 kts WASP III, 

Aqua/Terra Puma, 

Nighthawk 

Group 2 21 - 55 <3500 AGL <250 ScanEagle, Silver 

Fox 

Group 3 <1320 <18.000 MSL <250 RQ-7B Shadow, 

RQ-15 Neptune 

Group 4 >1320 <18.000 MSL Any airspeed MQ-5B Hunter, 

MQ-8B Fire Scout, 

MQ-1C Gray Eagle 

Group 5 >1320 >18.000 MSL Any airspeed MQ-9 Reaper, RQ-

4 Global Hawk, 

RQ-4N Triton 

 

The operational value of UAVs derives from their ability to provide persistent ISR 

with a limited logistical footprint and without the need for conventional airfield 

infrastructure. In counter-insurgency and hybrid warfare environments, UAVs allow 

continuous monitoring of areas of interest and enable real-time decision-making by 

operational commanders (Gargalakos, 2021). Their deployment from forward operating 
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bases, naval surface platforms, or improvised landing zones enhances the mobility of joint 

forces and reduces dependency on established runways (Gargalakos, 2021). Additionally, 

removing aircrew from hostile environments addresses force protection and political risk 

considerations in contested theaters, further supporting their adoption (Zlepko, 2016). 

Technological evolution has expanded UAV missions beyond traditional 

reconnaissance. Advancements in onboard processing capability, improved sensors, and 

increased autonomy enable advanced mission profiles, such as automatic target recognition, 

adaptive route planning, and reduced reliance on continuous operator input (Zlepko, 2016). 

As a result, UAVs now support broader Command, Control, Communications, Computers, 

and Intelligence, Surveillance, Reconnaissance (C4ISR) functions, including communications 

relay, electronic support, and participation in networked tactical operations, thereby 

enhancing the resilience of military communication systems and extending the reach of 

command networks (Gargalakos, 2021). The recognition of the UAV as part of a wider UAS 

architecture, and the standardization enabled by interoperability frameworks such as 

STANAG 4586, reinforces the importance of reliable communications and standardized 

control interfaces between air vehicles and ground control stations (Khan, 2021). 

The effectiveness of UAV operations is fundamentally dependent on the reliability 

and integrity of their communications links. Two complementary datalinks support safe and 

effective operations: the C2 link and the ISR data link. The C2 link enables platform control, 

flight management, and telemetry transfer, while the ISR data link supports the transmission 

of full-motion video (FMV), sensor metadata, and mission intelligence products to the GCS 

and onward to command authorities. Most tactical UAVs employ Line-of-Sight (LOS) 

communication using the S-band or C-band to support both C2 and ISR functions during 

typical operations. These links are latency-sensitive, bandwidth-constrained, and susceptible 

to electromagnetic interference, making communications integrity a critical operational 

consideration in environments where adversaries actively employ jamming, spoofing, or 

cyber-enabled interference against the UAV datalink (Gargalakos, 2021). 

These electronic warfare threats underline the need for robust anti-jamming measures, 

resilient waveform design, encryption, and compliance with NATO standards for secure 

datalinks. The ability to maintain reliable communications directly determines both the 

survivability of the UAV and the continuity of the ISR feed provided to commanders and 

decision-makers. This dependence highlights the importance of reliable UAV 
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communications in contested electromagnetic environments and underscores the relevance of 

standardized interfaces such as STANAG 4586 for safe and effective UAV employment 

(Khan, 2021). 

 

1.2 V-BAT VTOL System 

The V-BAT M5.3.0 is a tail-sitter Vertical Take-Off and Landing (VTOL) Unmanned 

Aerial Vehicle developed originally by Martin UAV and subsequently integrated into Shield 

AI’s unmanned systems portfolio. The system forms the air segment of a tactical unmanned 

aircraft system designed for expeditionary ISR operations in both land and maritime 

environments. Its configuration combines the endurance and aerodynamic efficiency of fixed-

wing aircraft with the operational flexibility of VTOL systems, enabling vertical launch and 

recovery followed by efficient horizontal cruise flight. 

The V-BAT employs a single ducted, thrust-vectored fan that allows the aircraft to 

take off and land in a tail-down attitude before transitioning to forward flight. This tail-sitter 

VTOL configuration significantly reduces deployment infrastructure requirements compared 

with conventional fixed-wing UAVs, which depend on runways, catapult systems, or 

arresting equipment, while avoiding the endurance limitations typically associated with 

rotary-wing platforms (Shield AI, 2021). As a result, the V-BAT is suitable for operations 

from confined and austere locations, including forward operating bases, naval surface vessels, 

and distributed maritime environments where space, logistics, and support infrastructure are 

constrained. 

In this thesis, the V-BAT M5.3.0 is selected as a representative case study of a 

modern tactical UAV due to its relevance to current military operational requirements and its 

emphasis on expeditionary ISR, persistent surveillance, and reliance on networked C2 and 

ISR data exchange. The system’s employment concept aligns closely with the 

communications challenges examined in this work, particularly the dependence on LOS C2 

links, high-rate ISR data dissemination, and sustained operation in contested electromagnetic 

environments. Consequently, the V-BAT provides a realistic and operationally relevant 

reference system for analyzing the role of reliable communications in enabling tactical UAV 

mission effectiveness. 
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Although the V-BAT is commonly classified within the Group 3 tactical UAS 

category based on its maximum take-off weight, operating altitude, and mission profile, its 

performance envelope supports operational roles typically associated with smaller Group 1 

and Group 2 systems, as well as selected mission profiles characteristic of Group 4 ISR 

platforms (Shield AI, 2021). 

Ongoing and planned system developments reflect an increasing focus on operations 

in GPS- and communications-denied environments. The planned integration of Shield AI’s 

Hivemind autonomy software stack is intended to enable more autonomous and collaborative 

mission execution with reduced reliance on continuous operator reach-back, supporting 

future operational concepts such as cooperative UAV employment and adaptive ISR under 

contested electromagnetic conditions (Shield AI, 2021). While autonomous operation is not 

the primary focus of this thesis, these developments further emphasize the operational 

importance of resilient C2 and ISR communications links in tactical VTOL UAV operations. 

It is noted that the technical characteristics and operational details presented in this section 

are derived from manufacturer and system integrator documentation, which represents the 

primary open-source reference available for the V-BAT M5.3.0 system. 

 

1.2.1 Architecture and VTOL Capability 

The V-BAT M5.3.0 architecture is centered on a tail-sitter VTOL airframe 

configuration that integrates propulsion, flight control, payload hosting, and communications 

interfaces within a compact unmanned aircraft design. At the system level, the V-BAT 

follows a modular architecture in which the air vehicle, mission payloads, command and 

control interfaces, and data links form distinct but interdependent functional elements within 

the overall unmanned aircraft system. 

The air vehicle employs a cylindrical fuselage with an integrated ducted fan 

propulsion unit located along the longitudinal axis of the aircraft. This single-engine 

configuration incorporates thrust vectoring to enable vertical take-off and landing in a tail-

down orientation, followed by a controlled transition to horizontal forward flight. During 

VTOL operations, thrust vectoring and flight control laws stabilize the aircraft while 

ascending or descending vertically. Once sufficient airspeed is achieved, the aircraft 
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transitions to fixed-wing cruise flight, where aerodynamic lift is generated primarily by the 

wing surfaces, significantly improving endurance and energy efficiency compared with 

rotary-wing platforms (Shield AI, 2021). 

The tail-sitter VTOL configuration eliminates the requirement for dedicated launch 

and recovery infrastructure such as runways, catapult systems, or arresting gear, while 

avoiding the mechanical complexity associated with tilt-rotor or lift-motor hybrid designs. 

The absence of articulated propulsion mechanisms reduces system mass and mechanical 

complexity, contributing to improved reliability and reduced maintenance burden.  

 

Picture 1: V-BAT in hover (vertical landing) (Personal Archive). 

 

Flight control and stability across the full flight envelope (from vertical hover to 

forward cruise and back to hover) are achieved through an integrated avionics and control 

architecture. This architecture coordinates propulsion control, aerodynamic control surfaces, 

and inertial sensing to maintain stability during transition phases, which represent the most 

demanding flight regime for tail-sitter UAVs. The ability to execute controlled transitions 

between hover and forward flight during a mission enables flexible tasking without requiring 

recovery or re-launch (Shield AI, 2021). 

From a systems integration perspective, the V-BAT architecture supports modular 

payload installation within a forward payload bay. Power distribution, data interfaces, and 

mechanical mounting are designed to accommodate a range of mission payloads while 
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maintaining center-of-gravity constraints critical to VTOL stability. This modular approach 

allows the same air vehicle architecture to support different ISR payload configurations 

without structural modification. 

The communications and control architecture is integrated into the air vehicle design 

to support continuous C2 and telemetry exchange throughout all phases of flight. Reliable 

communications are therefore a fundamental architectural dependency, particularly during 

VTOL and transition phases where precise control is required to maintain flight stability. 

 

1.2.2 Mission Profiles and Operational Advantages 

The architectural characteristics of the V-BAT M5.3.0 enable mission profiles 

optimized for expeditionary and tactically constrained environments. The system is primarily 

employed in ISR roles requiring persistent aerial sensing, flexible basing, and rapid 

deployment in support of land and maritime forces. These mission profiles are directly 

enabled by the system’s VTOL capability, extended endurance, and modular payload 

integration. 

In land-based operations, the V-BAT supports tactical ISR missions such as area 

surveillance, route reconnaissance, and target observation in support of maneuver units. The 

combination of efficient fixed-wing cruise and the ability to transition to stationary hover 

enables both wide-area coverage and focused “hover-and-stare” observation over areas of 

interest. This flexibility allows commanders to adapt ISR collection dynamically in response 

to evolving tactical requirements, enhancing situational awareness at the tactical echelon 

(Shield AI, 2021). 

The system is particularly well suited to maritime operations, where space and 

logistics constraints limit the employment of conventional fixed-wing UAVs. The V-BAT’s 

VTOL capability enables launch and recovery from naval surface vessels and other maritime 

platforms without dedicated flight decks or arresting systems. Persistent ISR over littoral and 

maritime areas supports missions such as surface surveillance, maritime domain awareness, 

and support to naval task groups operating in distributed environments. Operational 

employment at sea has demonstrated the system’s ability to sustain long-duration ISR sorties 
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under maritime conditions, validating its suitability for expeditionary naval missions (Shield 

AI, 2021). 

 

Picture 2: V-BAT landing on a boat (https://shield.ai/wp-content/themes/shield-ai/assets/images/cta-2.jpg ). 

 

A key operational advantage of the V-BAT lies in its reduced logistical footprint. The 

system can be transported and deployed using light vehicles and does not require specialized 

aviation support infrastructure, enabling rapid insertion into forward operating locations. This 

characteristic supports decentralized ISR employment, allowing tactical commanders to 

control aerial sensing assets organically rather than relying on higher-echelon aviation units. 

Such deployment concepts align with contemporary military doctrines that emphasize 

distributed operations and increased autonomy at lower command levels (Shield AI, 2021). 

From a mission systems perspective, the V-BAT supports modular payload 

configurations tailored to ISR requirements. Electro-optical and infrared sensors provide day 

and night surveillance capability, while other payload configurations support target 

designation or communications relay functions. This modularity allows the same air vehicle 

to support multiple mission profiles, increasing operational flexibility and reducing fleet 

complexity. 

The effectiveness of these mission profiles is closely linked to the performance of the 

system’s C2 and ISR data links. Tactical ISR missions require continuous C2 connectivity to 

ensure safe flight operations, particularly during VTOL and transition phases, while high-rate 

data links are necessary for real-time transmission of sensor products to the Ground Control 

Station and supported units. In expeditionary and maritime environments, these links are 

typically LOS and operate under bandwidth, latency, and interference constraints. 
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Consequently, communications resilience directly influences mission duration, sensor 

effectiveness, and overall operational utility. 

Recent developments indicate an increasing emphasis on operating in environments 

where assured access to GPS and communications cannot be assumed. While not the primary 

focus of this thesis, such developments highlight the growing importance of autonomy and 

cooperative behaviors in mitigating communications constraints. Nevertheless, even in these 

cases, reliable communications remain essential for ISR data dissemination and command 

intent transmission, reinforcing the central role of robust C2 and ISR links in tactical UAV 

employment (Gargalakos, 2021). 

In summary, the mission profiles enabled by the V-BAT M5.3.0 architecture provide 

significant operational advantages for expeditionary ISR across land and maritime domains. 

These advantages (persistent surveillance, flexible basing, reduced logistics, and modular 

mission configuration) are fundamentally dependent on the availability and performance of 

reliable communications links. This dependence motivates the detailed examination of 

tactical UAV communications architectures and frequency bands presented in the subsequent 

chapters of this thesis. 

 

1.3 Problem Statement and Importance of Reliable 

Communications 

The operational effectiveness of tactical UAS is fundamentally constrained by the 

reliability, availability, and integrity of their communications links. Regardless of air vehicle 

performance, mission payload capability, or endurance, a UAV’s ability to deliver ISR value 

depends on maintaining continuous C2 connectivity and timely dissemination of sensor 

products to supported users. In modern operations, where forces increasingly rely on 

persistent ISR to inform decision-making and reduce risk to personnel, communications 

performance becomes a decisive factor in mission success (Gargalakos, 2021; Zlepko, 2016). 

Two complementary link functions are critical. The C2 link supports safe flight 

operations by enabling platform control, telemetry exchange, and navigation updates, while 

the ISR data link enables transmission of mission products such as FMV and sensor metadata 
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to the GCS and onward to commanders and supported units. The loss or degradation of the 

C2 link can result in mission abort, loss of vehicle control, or safety-of-flight hazards, 

whereas degradation of the ISR link reduces the timeliness and quality of intelligence, 

limiting operational utility even if the aircraft remains airborne (Gargalakos, 2021). 

These dependencies are intensified in expeditionary and maritime operating 

environments, where tactical UAVs must operate from constrained locations and rely 

primarily on LOS radio links to maintain C2 and ISR connectivity. Such links are typically 

bandwidth-limited, latency-sensitive, and vulnerable to fading, interference, and intentional 

disruption. In contested electromagnetic environments, adversaries may employ electronic 

attack techniques such as jamming, spoofing, and cyber-enabled interference against UAV 

datalinks to degrade ISR collection, disrupt control, or deny commanders timely situational 

awareness (Gargalakos, 2021). Consequently, communications resilience is not merely a 

technical design objective but an operational requirement directly linked to survivability, 

mission continuity, and force protection. 

Within NATO and coalition operational contexts, the communications problem is 

further complicated by interoperability requirements across platforms, ground stations, and 

supported command networks. Standardization frameworks provide conceptual mechanisms 

to improve interoperability and support safe employment across allied forces, even though 

not all tactical systems implement such standards in practice [(Khan, 2021; Shield AI, 2021)]. 

This reinforces the need to understand not only the physical communications channel, but 

also the operational constraints that determine whether UAV-derived intelligence can be 

delivered reliably to intended users. 

Problem statement: Tactical UAS mission success is highly dependent on maintaining 

robust C2 and ISR connectivity under LOS constraints and contested electromagnetic 

conditions. However, the propagation characteristics and operational performance of tactical 

air-to-ground links, particularly in the S-band and C-band, which are commonly used for 

LOS UAV communications, are affected by environment (land vs maritime), platform 

altitude, antenna characteristics, multipath and fading, interference, and electronic warfare 

threats. These factors can degrade link availability and ISR throughput, reducing the 

operational value of the UAV even when the air vehicle and payload remain functional. 
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Accordingly, this thesis investigates the communications characteristics and 

operational implications of S-band and C-band UAV links for a tactical VTOL UAS case 

study, with emphasis on the UAV-ground station link supporting C2 and ISR dissemination. 

The analysis aims to identify the key constraints affecting link robustness and to motivate 

mitigation approaches relevant to tactical employment, thereby supporting safe and effective 

UAV operations under realistic operational conditions (Gargalakos, 2021). 

The primary objective of this thesis is to examine the role of reliable communications 

in enabling effective C2 and ISR for tactical unmanned aerial systems operating in contested 

and expeditionary environments. 

Specifically, the thesis: 

• characterizes the communications requirements of tactical UAV operations, 

• analyses LOS S-band and C-band link performance in land and maritime 

environments; 

• assesses the impact of electromagnetic interference and electronic warfare threats; 

• evaluates the relevance of NATO interoperability standards; and 

• applies the analysis to the V-BAT VTOL UAV as a representative operational case, 

illustrating how communication link robustness influences ISR mission effectiveness. 
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CHAPTER 2 

Wireless Communications and Network Architectures for 

Tactical UAVs 

2.1 Communication Needs 

Wireless communication links constitute a fundamental component of UAV 

operations, as they support safe flight control, mission execution, and data exchange between 

the air vehicle and the GCS (NATO STANDARDIZATION OFFICE, 2016). Tactical 

communications, particularly wideband communications, are essential in operational 

environments where mobile platforms rely on wireless links to support mission execution and 

decision-making. In the context of tactical UAV operations, reliable communication links are 

required to support command and control functions and real-time data transmission. 

Unlike conventional communication systems, UAV communications operate under 

dynamic conditions where the platform is continuously moving and communication quality 

may vary due to distance, environmental factors, and electromagnetic interference (Burita & 

Novak, 2020). For this reason, UAV communication systems must ensure reliability, low 

latency, sufficient bandwidth, and continuous link availability. 

In military operations, communication requirements are primarily determined by two 

fundamental operational functions: C2 and ISR. These functions impose different 

performance requirements on the communication architecture and therefore influence the 

design and selection of communication technologies (NATO STANDARDIZATION 

OFFICE, 2016; Coleman, 2022). 

 

Command and Control (C2) 

C2 refers to the authority and processes through which military forces are directed 

and coordinated to accomplish assigned missions. Command represents the authority to 

assign tasks and make decisions, while control refers to the execution of these decisions 

through communication and coordination mechanisms (Coleman, 2022). 

C2 communication links in UAV systems are responsible for: 

• transmitting control commands from the operator to the UAV, 

• receiving telemetry data such as position, velocity, and system status, 
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• maintaining safe and continuous flight operation. 

Because the loss of a C2 link may directly compromise flight safety and mission 

continuity, this link requires extremely high reliability, very low latency, continuous 

availability, and strong protection against interference. Although C2 communication typically 

involves relatively low data rates, it must remain stable and secure even in contested or 

degraded electromagnetic environments (Ghamari, 2022). 

 

Intelligence, Surveillance, and Reconnaissance (ISR) 

ISR operations support situational awareness and decision-making by collecting, 

processing, and disseminating information about the operational environment (NATO 

STANDARDIZATION OFFICE, 2016). According to NATO doctrine, ISR integrates 

collection capabilities with processing, exploitation, and dissemination activities to support 

operational planning and execution. 

ISR consists of three main activities: 

• Intelligence: analysis of collected information to support decision-making. 

• Surveillance: systematic observation of areas or objects to detect changes or threats. 

• Reconnaissance: targeted data collection regarding adversary activities or 

environmental conditions. 

UAV platforms play a critical role in ISR missions by transmitting real-time sensor data, 

such as video, imagery, and metadata, to operators and command structures. Consequently, 

ISR communication links typically require high data rates, large bandwidth, and efficient data 

transmission capabilities (Burita & Novak, 2020). Unlike the C2 link, temporary degradation 

of ISR data primarily affects mission effectiveness rather than flight safety. 

 

Distinction Between C2 and ISR Communication Links 

A fundamental characteristic of UAV communication architecture is the separation 

between C2 and ISR links, since each serves a different operational purpose and imposes 

distinct technical requirements. 
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Table 3: Comparison of C2 and ISR Communication Links in UAV Systems. 

Characteristic C2 Link (Command and 

Control) 

ISR Data Link (Payload Data 

Purpose Control of the aircraft 

(navigation, flight operations) 

Transmission of mission data 

(video, imagery, sensor data) 

Data Volume 
Low → small control and 

telemetry packets 

High → large data streams 

(e.g., high-definition video) 

Importance Critical for flight safety Important for mission 

effectiveness but not flight-

critical 

Latency Very low latency required for 

real-time control 

Can tolerate limited delay or 

buffering 

Security Requirements 

High protection and resistance 

to interference and anti-

jamming 

Protection of transmitted 

information required 

(Information confidentiality) 

Frequency chosen 
Lower frequencies for 

reliability 

Higher frequencies for 

bandwidth 

 

This distinction is often implemented at both system and hardware levels (NATO 

STANDARDIZATION OFFICE, 2016). The C2 link typically prioritizes range, stability, and 

resilience, while the ISR link prioritizes data throughput and transmission capacity. Many 

UAV architectures also implement redundancy mechanisms to ensure that the C2 link 

remains active even if ISR data transmission is degraded. 

Operational Communication Challenges. 

UAV communication links must operate under challenging propagation conditions. Air-

to-Ground communication performance is affected by: 

• transmission distance, 

• terrain obstacles, 

• atmospheric conditions, 

• electromagnetic interference, 

• spectrum congestion (Burita & Novak, 2020). 

Communication performance may also vary depending on the operational environment, 

such as land or maritime operations, which influences signal propagation characteristics and 

coverage range. 
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Implications for Communication System Design 

The communication needs described above directly influence the design and selection of 

UAV communication technologies. In particular, the different requirements of C2 and ISR 

links determine: 

• the choice of frequency bands, 

• network architectures, 

• transmission security mechanisms, 

• interference mitigation techniques. 

Frequency bands such as S-band and C-band provide different trade-offs between 

coverage, bandwidth, and reliability, making them suitable for different UAV communication 

functions. The following sections examine these communication technologies and their role 

in supporting tactical UAV operations (Ghamari, 2022). 

 

2.2 Communication Links and Frequency Bands 

The operational communication needs directly influence the selection of the suitable 

frequency bands and communication link architectures in tactical UAV systems. The choice 

of frequency band determines key performance characteristics, including propagation range, 

bandwidth capacity, latency, interference susceptibility, and power consumption (Hentati & 

Fourati, 2020). 

Among the most commonly employed frequency ranges in tactical UAV systems are 

the S-band and C-band, which provide a practical balance between coverage, robustness, and 

data capacity. Additionally, satellite communication systems may be used to extend 

communication beyond line-of-sight (BLOS) when operational range exceeds terrestrial link 

capabilities (Burita & Novak, 2020). 

The following subsections examine the characteristics of S-band and C-band 

communication links and their suitability for supporting tactical UAV communication 

requirements. 
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2.2.1 S-band Communication 

The S-band is typically defined within the frequency range of approximately 2-4 GHz 

in the microwave portion of the radio spectrum (ITU, 2015). This frequency range is widely 

used in radar systems, telemetry, satellite communications, and tactical wireless data links 

due to its favorable balance between propagation performance and bandwidth capacity. 

 

Table 4: Frequency ranges and nominal designations of S-band and C-band according to ITU classification (ITU, 2015). 

Letter symbols Radar (GHz) Space radio communications 

 Spectrum Regions Nominal designations 

S 2-4 2.5 GHz band 

C 4-8 4/6 GHz band 

 

One of the main advantages of S-band communication is its propagation 

characteristics. Compared with higher-frequency bands, S-band signals experience lower 

free-space path loss and reduced atmospheric attenuation, allowing communication links to 

maintain stability over longer distances. These characteristics are particularly important in 

UAV operations where communication must remain reliable while the aircraft moves 

continuously and changes altitude and orientation. As a result, S-band communication links 

are well suited for maintaining stable air-to-ground connectivity between the UAV and the 

GCS (Ghamari, 2022). 

In tactical UAV systems, S-band links are commonly used for C2 communication and 

telemetry transmission. These links carry flight commands from the operator to the UAV and 

return essential system information such as position, velocity, and platform status. Because 

the C2 link is directly related to flight safety, it must provide high reliability, low latency, and 

continuous availability. The propagation stability of S-band frequencies makes them suitable 

for supporting these safety-critical communication functions (Burita & Novak, 2020). 

Another advantage of S-band communication is the relatively moderate antenna size 

required for operation. At frequencies between 2 and 4 GHz, antennas can be integrated into 

compact UAV platforms without significant weight or space constraints. This characteristic is 

particularly important for small and medium UAV systems where size, weight, and power 

consumption must be minimized. 

However, S-band communication also presents certain limitations. Compared with 

higher frequency bands such as C-band or Ku-band, the available bandwidth in S-band is 
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more limited. As a result, the data transmission capacity is generally lower, which may 

restrict the transmission of high-resolution video or large sensor data streams. For this reason, 

S-band links are often used primarily for control and networking functions, while higher 

frequency bands are used for high-rate payload data transmission (Hentati & Fourati, 2020), 

In many UAV communication architectures, S-band communication is implemented 

using mobile ad hoc networking (MANET) technologies that enable distributed connectivity 

between multiple nodes. These networks allow UAVs, ground stations, and other operational 

platforms to exchange data dynamically without relying on fixed communication 

infrastructure. In the V-BAT communication architecture, S-band links are implemented 

through the Wave Relay MANET networking system, which provides IP-based 

communication between the UAV and the ground control station while supporting distributed 

network connectivity (Shield AI, V-BAT Operator Manual, 2025). 

Overall, S-band communication provides reliable propagation and stable connectivity 

for C2 communication in UAV systems. However, its bandwidth capacity is limited 

compared to higher frequency bands. While S-band communication provides reliable 

connectivity for C2 functions, UAV missions that require higher data transmission rates and 

extended operational ranges often rely on higher-frequency links, such as C-band. 

 

2.2.2 C-band Communication Links 

The C-band is widely used in tactical UAV communication systems because it 

provides a balance between communication range, data rate, and link reliability. The C-band 

typically operates in the frequency range of approximately 4-8 GHz, which allows higher 

data transmission capacity compared to lower frequency bands while still maintaining 

acceptable propagation characteristics. 

UAV communication links need to support reliable air-to-ground connectivity. The 

V-BAT communication architecture employs IP-based radio networking to enable data 

exchange between the air vehicle and the GCS, supporting both control functions and payload 

data transmission (Shield AI, V-BAT Operator Manual, 2025). High-capacity communication 

links operating in frequency ranges such as C-band are particularly suitable for supporting 

these operational requirements, especially for high-rate data transmission and continuous 

situational awareness. 

In UAV operations, C-band communication links are commonly used for air-to-

ground data transmission, including payload data, telemetry, and high-rate communication 



28 
 

services. The higher available bandwidth in this frequency range makes it suitable for 

applications that require large data throughput, such as video transmission and sensor data 

exchange (Alghamdi , 2025). 

Compared to lower frequency bands, C-band signals experience greater free-space 

path loss and increased vulnerability to atmospheric effects. However, they provide improved 

spectrum availability and higher channel capacity, which makes them suitable for tactical 

communication links that require efficient data transmission. 

 

Propagation Characteristics of C-band Air-to-Ground Link 

The performance of C-band communication links depends strongly on air-to-ground 

propagation conditions. Signal propagation is influenced by factors such as distance, antenna 

height, surface reflections, and environmental conditions. 

Studies of air-to-ground communication over sea surfaces show that C-band signal 

propagation is affected by multipath reflections from the water surface, which can produce 

constructive and destructive interference patterns. These effects may influence signal strength 

and link reliability, particularly at low UAV altitudes where the sea surface appears 

"smoother" to the radio waves, leading to stronger specular reflections (Meng & Lee, 2011).  

C-band communication typically requires line-of-sight conditions between the UAV 

and the ground station to achieve stable performance. Obstructions such as terrain, buildings, 

shadowing induced by the aircraft’s body during maneuvering, or atmospheric conditions 

may reduce signal quality. Despite these limitations, C-band provides reliable communication 

performance for medium-range UAV operations when appropriate antenna systems and 

transmission power are used. 

 

 

Figure 1: Environmental influence on UAV communication links (Shield AI, V-BAT Operator Manual, 2025). 

 

The figure illustrates how terrain features and vegetation can obstruct the LOS path, 

leading to signal attenuation or complete link loss depending on the UAV's altitude and 

distance from the GCS (Shield AI, V-BAT Operator Manual, 2025). 
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C-band for High-Rate UAV Data Transmission 

One of the main advantages of C-band communication is its ability to support high 

data transmission rates. UAV missions that involve real-time video streaming or sensor data 

transmission require communication links with sufficient bandwidth and low transmission 

delay. The available spectrum in C-band allows efficient transmission of large data volumes 

compared to lower frequency communication links. 

Advanced radio technologies, such as phased-array radio systems, further improve 

communication performance in this frequency range. These systems use electronic 

beamforming to focus transmitted energy toward the UAV, increasing link efficiency and 

enabling higher data rates over longer distances. Beamforming techniques also improve 

signal directionality and reduce interference (Albrektsen, 2017). 

Phased-array radio systems can also provide additional functionality, such as 

estimating the position of the UAV by measuring signal direction and propagation time. This 

enables communication and navigation support within the same system, which is particularly 

useful for beyond visual line-of-sight operations (Albrektsen, 2018). 

An example of such technology is the Radionor CRE2-189, CRE2-179, CRE2-144 

phased-array radio system, which operates in the C-band frequency range and is designed to 

support robust UAV communication and navigation. The system uses electronically steered 

directional beams to maintain stable connectivity with moving aerial platforms, improving 

link reliability and resistance to interference. In addition to communication, phased-array 

radio systems can support positioning and navigation functions by estimating signal direction 

and propagation characteristics, providing an additional layer of operational resilience in 

GNSS-denied environments (Gryte, 2019). The integration of such systems into the V-BAT 

architecture ensures that the transition between VTOL and fixed-wing flight modes does not 

interrupt the high-rate data flow, as electronic beam steering compensates for changes in the 

aircraft's orientation (Albrektsen, 2018). 

 

Operational Advantages for Tactical UAV Systems 

C-band communication links offer several operational advantages for tactical UAV 

systems: 

• higher data throughput for ISR data transmission 

• improved spectrum availability 

• compatibility with directional antenna systems 
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• support for beamforming and advanced radio technologies 

• suitability for medium-range air-to-ground communication 

These characteristics make C-band particularly suitable for payload data transmission and 

high-bandwidth communication links in tactical UAV operations. 

However, the performance of C-band links depends on propagation conditions, antenna 

design, and electromagnetic interference. Therefore, system design must consider link budget 

analysis, antenna configuration, and environmental effects to ensure reliable operation. 

C-band communication represents the primary operational frequency range for high-

capacity UAV communication links. Its combination of bandwidth capacity, communication 

efficiency, and compatibility with advanced radio technologies, including phased-array radio 

systems such as the Radionor CRE2-189, makes it suitable for supporting high-rate data 

transmission and reliable air-to-ground communication.  

The selection of C-band, for this thesis, reflects the need to support demanding UAV 

communication requirements, particularly for ISR data transmission and beyond visual line-

of-sight operations (Albrektsen, 2018). 

In the current Greek operational configuration, extended-range communication is 

achieved through directional C-band links instead of satellite communication systems. While 

the V-BAT platform supports Satellite Communications (SATCOM) capability at system 

level, this functionality is not presently deployed in the Greek operational environment. 

 

2.3 UAV Communication Network Architectures 

Wireless communication in UAV systems depends not only on the selected frequency 

bands but also on the network architecture used to organize data exchange between the air 

vehicle, ground control station, and other operational nodes. Communication network 

architectures define how information is routed, how connectivity is maintained, and how 

system reliability is achieved in dynamic operational environments. 

Unlike conventional communication infrastructures, UAV networks must operate 

without fixed infrastructure, support mobile nodes, and maintain connectivity under 

continuously changing topology conditions. Tactical UAV operations, therefore, employ 

flexible, and adaptive networking approaches that enable distributed communication, 

resilience to link disruption, and scalable system integration (Hentati & Fourati, 2020). 
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Common network architectures used in tactical UAV systems include mesh networks, 

MANET, and advanced radio communication systems such as phased-array radio 

technologies. These architectures support reliable command and control, data dissemination, 

and cooperative operations among multiple platforms (Al-Emadi & Mohannadi, 2020). 

 

2.3.1 Mesh Networks  

Wireless mesh networks (WMNs) represent decentralized communication architecture 

in which network nodes are interconnected, and data packets are transmitted through multiple 

hops using intermediate nodes. Unlike centralized communication systems that rely on fixed 

infrastructure, mesh networks use multi-hop relaying and self-organization to provide flexible 

and reliable communication coverage. Each node can function both as a communication 

endpoint and as a relay for other nodes, enabling flexible routing paths and improved network 

resilience. In the context of UAV communications, mesh networking supports distributed air-

to-ground connectivity, enabling multiple aerial and ground nodes to exchange data without 

relying on centralized infrastructure (Hentati & Fourati, 2020). 

A key characteristic of mesh networks is their robustness and reliability. Because 

nodes are interconnected, the network can automatically reconfigure communication paths if 

a node fails or a link becomes unavailable (Morgenthaler, 2012). This self-healing capability 

improves communication resilience and ensures continuous data transmission under dynamic 

operational conditions (Hentati & Fourati, 2020). 

A typical flat mesh topology is illustrated in Figure 22, where UAV nodes form 

interconnected communication paths and at least one node provides connectivity to the 

ground control station. In more complex operations, hierarchical mesh architectures may be 

used, where UAVs are organized into clusters and specific nodes act as gateways between 

groups (Hentati & Fourati, 2020). 
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Figure 2: Left: Mesh configuration system, Right: Hierarchical configuration system (Hentati & Fourati, 2020). 

 

Mesh networks also enable flexible deployment and extended communication 

coverage. By using nodes as relays, the network can increase communication range and 

provide connectivity in areas where direct communication is not possible. In UAV 

communication systems, unmanned aerial vehicles can operate as airborne relay nodes that 

connect ground users and other UAV platforms, improving communication coverage in 

environments with limited infrastructure or challenging terrain (Lopez, 2021). 

Despite these advantages, wireless mesh networks introduce several technical 

challenges. Multi-hop transmission may reduce available bandwidth due to repeated 

forwarding of data between nodes. In addition, the decentralized and broadcast nature of 

mesh networks creates security vulnerabilities, including susceptibility to interception and 

interference. Efficient routing is also required to manage communication paths in dynamic 

environments where node positions continuously change. Common routing protocols used in 

such networks include optimized link state routing (OLSR) and ad-hoc on-demand distance 

vector (AODV) (Hentati & Fourati, 2020). 

Overall, mesh networking, including MANET, provides a flexible and resilient 

communication framework for tactical UAV operations by enabling distributed 

communication, extended coverage, and adaptive routing in dynamic operational 

environments, which are discussed in the following subsection. 

 

2.3.2 Mobile Ad Hoc Networks (MANET) 

MANETs are decentralized wireless communication networks that operate without 

fixed infrastructure. In a MANET, each node functions both as a communication endpoint 

and as a router that forwards data for other nodes. Communication is achieved through multi-
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hop transmission, where data packets travel through intermediate nodes until they reach their 

destination. Because nodes may move continuously, the network topology changes 

dynamically, requiring automatic route discovery and adaptation mechanisms (Lopez, 2021). 

 

 

Figure 3: MANET, VANET, FANET, (Al-Emadi & Mohannadi, 2020). 

 

Figure 3 shows the classification of mobile ad hoc networks. MANET is the general 

category, while VANET and FANET represent specialized networks for vehicles and UAVs 

with different mobility characteristics (Al-Emadi & Mohannadi, 2020). 

In UAV communication systems, MANET architectures are particularly suitable for 

supporting operations in infrastructure-less environments (Ghamari, 2022). Unlike 

conventional communication systems that rely on fixed base stations, MANETs enable direct 

communication between mobile platforms and allow UAVs to maintain connectivity even 

when communication infrastructure is unavailable or disrupted. UAV networks based on 

MANET principles are commonly referred to as Flying Ad Hoc Networks (FANETs), which 

represent a specialized subcategory of MANETs characterized by high node mobility and 

three-dimensional movement (Al-Emadi & Mohannadi, 2020). 

Compared to traditional ground-based MANETs, UAV-based networks exhibit 

distinct operational characteristics. UAV nodes move at higher speeds, operate in three-

dimensional space, and typically maintain larger distances between nodes. These factors 

result in rapidly changing network topology and increased link instability. As a result, 

FANET communication requires routing protocols capable of fast convergence, low 

overhead, and efficient link management. In addition, UAV systems operate under strict 

energy constraints due to limited onboard battery capacity, making energy-efficient 

communication and routing strategies particularly important (Hentati & Fourati, 2020). 



34 
 

Routing in MANET-based UAV networks is generally classified into proactive, 

reactive, and hybrid approaches. Proactive routing protocols, such as OLSR, continuously 

maintain routing tables for all network nodes, which reduces transmission delay but increases 

control overhead. Reactive protocols, such as AODV, establish routes only when required, 

reducing overhead at the expense of increased route discovery latency. The performance of 

these routing mechanisms directly affects communication reliability, latency, and throughput 

in highly dynamic UAV environments (Hentati & Fourati, 2020). Furthermore, in multi-hop 

wireless networks, each additional hop may reduce the effective bandwidth because nodes 

must share the same wireless channel for transmission and forwarding operations (Lopez, 

2021; Al-Emadi & Mohannadi, 2020). 

MANET architectures also enable UAV-assisted communication systems, where 

UAVs act as airborne relay nodes that extend network coverage and restore connectivity 

between separated ground units. By adjusting their position dynamically, UAVs can improve 

line-of-sight conditions and enhance overall network performance. Experimental 

implementations such as UAVNet demonstrate that UAV-mounted communication nodes can 

autonomously form wireless mesh networks and provide temporary communication 

infrastructure in emergency or tactical environments (Morgenthaler, 2012 ). 

Despite their operational advantages, MANET-based UAV networks face several 

challenges (Ghamari, 2022). The decentralized and broadcast nature of wireless 

communication makes them vulnerable to interference, jamming, eavesdropping, and routing 

attacks. In addition, frequent topology changes may introduce routing instability and 

increased communication overhead. These limitations require robust routing algorithms, 

secure communication protocols, and interference mitigation mechanisms, especially in 

contested electromagnetic environments (Lopez, 2021). 

In the V-BAT UAV platform examined in this study, MANET communication is 

implemented using the Wave Relay networking architecture. This system creates a self-

forming and self-healing wireless network in which each radio node operates as both 

transmitter and router, enabling peer-to-peer communication and dynamic routing between 

network nodes. The architecture supports IP-based command and control transmission, 

telemetry exchange, and multi-hop data communication between the UAV and the GCS. 

Through this distributed communication structure, the V-BAT operates as part of a 

networked system rather than an isolated platform, improving communication range, 

operational flexibility, and resilience in dynamic mission environments (Shield AI, V-BAT 

Operator Manual, 2025). 
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Figure 4: MANET-based UAV communication architecture (Al-Emadi & Mohannadi, 2020). 

Figure 4 shows the distributed communication architecture, in which UAV nodes 

form a multi-hop network, and a backbone UAV relays data between the air segment and the 

ground station. This structure improves communication range and supports resilient data 

exchange in dynamic operational environments (Ghamari, 2022). 

 

2.3.3 Phased Array Radio Systems 

A Phased Array Radio System (PARS) uses multiple antenna elements and electronic 

beamforming to direct radio energy in a specific direction by controlling the phase of the 

transmitted signals (Albrektsen S. M., 2018). By adjusting the relative phase between antenna 

elements, the system can steer the main radiation beam electronically without mechanical 

rotation of the antenna structure. This capability allows fast and precise beam control, which 

is essential in modern wireless communication systems operating in dynamic environments. 

A phased array antenna consists of many small antenna elements operating at the 

same frequency. Each element transmits or receives the signal with a controlled phase shift 

relative to the others (Okuhara & Bryne, 2021). These phase shifts are calculated so that 

constructive interference occurs in the desired direction, producing a strong and focused 

beam, while destructive interference reduces radiation in unwanted directions. As a result, 

phased array systems provide high directional gain, improved signal-to-noise ratio, and 

reduced side lobes compared to conventional omnidirectional antennas. 

Electronic phase control is implemented using phase shifter networks or digital 

beamforming techniques (MathWorks, 2024). Because beam steering is performed 

electronically, the system can rapidly track moving platforms and adapt to changing link 
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conditions. This is particularly important in UAV operations, where both the air vehicle and 

the ground station may be mobile. 

In tactical UAV communication systems, phased array radios play a critical role in 

maintaining reliable air-to-ground links. UAVs continuously change altitude, orientation, and 

distance from the GCS (Ghamari, 2022). Electronic beam steering enables the antenna to 

maintain alignment with the communication partner, improving received signal strength and 

extending operational range. This is especially important in higher frequency bands such as 

C-band, where free-space path loss is greater and directional gain is required to maintain link 

performance (Ghamari, 2022). 

Phased array technology also provides important advantages in contested 

electromagnetic environments. Directional beamforming reduces unwanted signal leakage 

and limits exposure to interference sources. In military operations, this improves resistance to 

jamming and reduces the probability of detection and interception. Adaptive beamforming 

allows the system to dynamically adjust transmission patterns and maintain communication 

continuity under degraded or electronically contested conditions. 

A practical implementation of this architecture in C-band tactical UAV 

communication is the Radionor CRE2-189 phased array radio system, integrated within the 

V-BAT Resilient C-band configuration. According to the system description, the V-BAT 

configuration includes phased array C-band radios on both the air vehicle and the ground 

station, enabling long-range line-of-sight communications of up to 180 km within the antenna 

operating sector (Shield AI, 2025). The CRE2-189 provides a focused RF beam with a 

defined field of view, reducing vulnerability to electronic warfare threats. The operational 

sector of the CRE2-189 ground antenna is limited to a defined 90° field of view, as illustrated 

in Figure 5. 
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Figure 5: Effective 90° Field of View of the CRE2-189 C-band Phased-Array Ground Radio (Shield AI, 2025). 

 

In addition to secure C2 transmission, the system supports Assured Positioning, 

Navigation, and Timing (APNT) through the integrated REDBOX navigation module. The 

radios perform range and angle measurements to compute relative positioning, enabling 

continued navigation capability in GNSS-denied environments (Shield AI, 2025). This dual 

communication-navigation functionality significantly enhances mission resilience and 

operational robustness in military UAV deployments. 

 

2.4 Communication Resilience and Anti-Jamming Techniques 

in UAV Systems 

UAV communication systems operating in military environments must maintain 

reliable communication links under hostile and contested electromagnetic conditions. Unlike 

civilian communication systems, tactical UAV networks may be exposed to intentional 

jamming, signal interception, electronic interference, and GNSS denial. As a result, 

communication resilience becomes a critical requirement for maintaining both C2 links and 

payload data transmission. Reliable communication ensures that UAV platforms remain 
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controllable and capable of transmitting sensor information even in degraded or contested 

operational environments (Hentati & Fourati, 2020). 

Communication resilience refers to the ability of a communication link to maintain 

availability, integrity, and acceptable performance despite interference, signal degradation, or 

adversarial actions. In UAV systems, this includes resistance to jamming, protection against 

interception, fast recovery from link disruptions, and the ability to adapt to dynamic network 

conditions. Various threats can affect UAV communication systems, including active 

jamming, passive eavesdropping, and malicious interference attempts. 

 

Figure 6: Security issues in UAV wireless communication systems (Sun, Ng, Ding, & Xu, 2019). 

 

Figure 6 illustrates typical security threats affecting UAV wireless communication 

systems, including jamming attacks and eavesdropping (Sun, 2019). 

One of the most significant threats in contested electromagnetic environments is 

electronic jamming. Jamming attacks aim to disrupt communication by transmitting 

interfering signals that reduce the signal-to-noise ratio at the receiver. These attacks can take 

several forms, including barrage jamming, which targets a wide frequency range, and spot 

jamming, which focuses on a specific communication channel. UAV communication 

networks must therefore incorporate mechanisms that improve resistance to such interference 

(Sun, 2019). 

Frequency agility is one method used to improve communication resilience. In this 

approach, the operating frequency of the communication link can be adjusted within a 

predefined spectrum band to avoid interference or congestion. In the V-BAT Resilient C-

band configuration, operators can select center frequencies between 4900 MHz and 5900 

MHz, allowing frequency deconfliction between multiple systems operating in the same area 
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(Shield AI, 2025). This capability provides flexibility in spectrum management and reduces 

the risk of communication disruption. 

Directional transmission is another important technique used to improve 

communication robustness. Directional antennas and phased-array systems concentrate radio 

frequency energy toward the intended receiver rather than broadcasting it in all directions. 

This focused transmission improves the signal-to-noise ratio and reduces exposure to 

interference sources located outside the beam direction. In addition, directional beamforming 

reduces the probability of detection and interception by limiting signal leakage into 

unintended areas (Sun, 2019). 

Adaptive power control mechanisms can further enhance communication reliability. 

By dynamically adjusting transmission power according to link distance and signal 

conditions, the communication system can maintain sufficient signal strength while 

minimizing unnecessary emissions. This approach reduces interference with other systems 

and helps maintain stable communication links during changing operational conditions 

(Hentati & Fourati, 2020). 

Medium access control mechanisms also play an important role in maintaining 

reliable UAV communication. Time-Division Multiple Access (TDMA) is commonly used in 

UAV networks to manage channel access between multiple nodes. In TDMA-based systems, 

communication time is divided into slots assigned to different nodes, ensuring predictable 

and collision-free data transmission. This method improves channel utilization and helps 

maintain stable communication even when multiple UAVs operate within the same network 

(Hentati & Fourati, 2020). 

Encryption and network protection mechanisms further improve communication 

security and resilience. Secure communication protocols and encryption methods protect 

transmitted data from interception and unauthorized access. Security mechanisms such as 

authentication and encrypted communication channels reduce the risk of malicious 

interference within UAV communication networks (Al-Emadi & Mohannadi, 2020). 

In GNSS-denied environments, additional resilience can be achieved through 

communication-based positioning methods. In the V-BAT Resilient C-band architecture, the 

REDBOX navigation module uses radio ranging and angular measurements between the 

UAV and the ground station to estimate relative position. This APNT capability allows the 

aircraft to continue operating even when satellite navigation signals are unavailable (Shield 

AI, 2025). 
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Overall, communication resilience in UAV systems is achieved through a 

combination of techniques including frequency agility, directional beamforming, adaptive 

power control, TDMA resource management, secure communication protocols, and 

alternative positioning methods. These mechanisms collectively improve the reliability of C2 

links and ensure continuous data transmission in dynamic and electronically contested 

operational environments. 

 

2.4.1 Electronic Warfare Threats to UAV Communication Systems 

Tactical UAV communication systems operate in increasingly contested 

electromagnetic environments. In modern military operations, adversaries employ electronic 

warfare (EW) techniques to disrupt, degrade, intercept, or manipulate communication links. 

These threats directly affect both C2 links and ISR data transmission, making electronic 

protection a critical requirement in UAV system design (Hentati & Fourati, 2020). 

Electronic threats against UAV communication systems can generally be categorized 

into three main categories: jamming, interception, and spoofing. These threats target different 

layers of the communication system and may degrade link availability, reduce data integrity, 

or manipulate navigation information (Sun, 2019). 

 

Figure 7:Security threats in UAV wireless communication systems including jamming, interception, and spoofing (Sun, Ng, 

Ding, & Xu, 2019). 

 

Jamming is the intentional transmission of radio frequency (RF) energy to interfere 

with a communication link. Jamming may be implemented as barrage jamming, where a wide 

frequency band is flooded with interference, or as spot jamming, where a specific operating 

frequency is targeted. In UAV systems, jamming can cause increased packet loss, latency, 

reduced throughput, or complete loss of link. Since C2 links are safety-critical, sustained 

jamming may lead to loss of control or forced mission termination. Higher frequency bands 

such as C-band are more sensitive to line-of-sight disruptions, but directional beamforming 
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can partially mitigate jamming effects by concentrating signal energy toward the intended 

receiver (Sun, 2019). 

Interception represents another major threat. UAV communication signals can be 

monitored by hostile receivers if transmission is not properly encrypted or if emission control 

is weak. Omnidirectional transmission increases the probability of detection and interception. 

In contrast, directional antennas and phased array systems reduce unwanted signal leakage, 

limiting exposure outside the intended beam sector. Encryption mechanisms, such as AES-

based protocols, protect the confidentiality and integrity of transmitted data, preventing 

exploitation even if interception occurs (Sun, 2019). 

Spoofing is a more advanced electronic threat in which false signals are transmitted to 

deceive the UAV system. This is particularly critical in the case of GNSS spoofing, where 

false satellite signals may cause incorrect position estimation. GNSS spoofing can lead to 

navigation errors, mission deviation, or loss of platform control. For this reason, resilient 

UAV architectures integrate alternative navigation support methods, such as radio-based 

ranging and inertial navigation fusion, to maintain positioning capability in GNSS-denied 

environments (Sun, 2019). 

In addition to intentional threats, UAV communication systems must also tolerate 

unintentional interference. Spectrum congestion, multipath fading, atmospheric effects, and 

platform shadowing can degrade signal quality. These factors complicate link management 

and may amplify the effects of hostile electronic activity (Hentati & Fourati, 2020). 

The impact of electronic warfare threats differs between communication links. The C2 

link requires the highest level of protection due to its direct connection to flight safety. ISR 

links, although operationally important, can tolerate temporary degradation without 

immediate risk to the platform. Therefore, communication architectures must prioritize C2 

traffic, maintain low latency, and ensure rapid link recovery under degraded conditions 

(Burita & Novak, 2020). 

In summary, electronic warfare threats represent a primary operational challenge for 

tactical UAV communication systems. Jamming, interception, and spoofing can degrade link 

availability and compromise mission success. Effective mitigation requires a combination of 

directional transmission, encryption, frequency agility, traffic prioritization, and integrated 

navigation resilience mechanisms. These countermeasures form the foundation of 

communication survivability in modern UAV operations. 

These electronic warfare threats are also relevant to practical UAV communication 

architectures such as the V-BAT system examined in this study. In the V-BAT 
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communication architecture, potential interference may target both the S-band Wave Relay 

MANET network used for C2 communication and the C-band directional communication 

link used for extended-range operations. 

The CRE2-189 phased array system improves resilience by directing RF energy 

toward the UAV using electronically steered beams. This directional transmission increases 

signal-to-noise ratio while reducing susceptibility to interference from other directions and 

limiting signal exposure outside the operational sector (Shield AI, 2025). 

In addition to communication jamming, UAV navigation may also be affected by 

GNSS spoofing attacks, which introduce false positioning information. In the resilient V-

BAT C-band configuration, radio-based ranging measurements combined with onboard 

inertial navigation provide APNT capability in GNSS-degraded environments (Albrektsen, 

2018). 

Environmental factors such as multipath reflections, antenna shadowing, and 

spectrum congestion may further degrade link quality. Within the V-BAT communication 

architecture, the S-band MANET network provides flexible distributed connectivity, while 

the C-band phased array link provides directional gain and extended range. Together, these 

systems support resilient communication in contested electromagnetic environments (Shield 

AI, 2025; Shield AI, V-BAT Operator Manual, 2025). 

 

2.4.2 Anti-Jamming and Communication Resilience Mechanisms 

To maintain reliable operation in contested electromagnetic environments, UAV 

communication systems implement several mechanisms designed to preserve link availability 

and performance under interference or electronic attack. These mechanisms include 

directional transmission, frequency agility, secure communication protocols, resilient 

network architectures, and alternative navigation support methods (Hentati & Fourati, 2020). 

Directional transmission is one of the most effective techniques for improving 

communication resilience. High-gain directional antennas and phased array systems 

concentrate radio energy toward the intended receiver, increasing signal-to-noise ratio while 

reducing interference from other directions. Phased array antennas can electronically steer the 

communication beam, allowing the system to maintain alignment with the UAV as it moves 

and reducing the effectiveness of off-axis jamming sources (Sun, 2019). 

Another important resilience mechanism is frequency agility, which allows 

communication systems to change their operating frequency within the available spectrum 
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band in order to avoid interference or jamming affecting a particular channel. This capability 

improves spectrum management and increases communication robustness in complex RF 

environments. 

Secure communication protocols also contribute to communication resilience. 

Encryption and authentication mechanisms protect transmitted data from interception or 

manipulation and prevent unauthorized devices from accessing the network. In the V-BAT 

communication architecture, additional access control is implemented through IP white 

listing, where only predefined authorized devices are permitted to join the communication 

network (Shield AI, 2025). 

Network architecture further improves communication reliability. MANETs allow 

nodes to dynamically route data through multiple paths, enabling communication to continue 

even if a direct link becomes unavailable. This multi-hop capability improves network 

robustness and extends communication coverage in dynamic operational environments (Al-

Emadi & Mohannadi, 2020). 

These resilience mechanisms are integrated in the V-BAT communication 

architecture. The platform employs Wave Relay MANET networking in the S-band to 

support distributed communication between the UAV and ground control systems. For 

extended-range communication, the system uses the CRE2-189 phased-array C-band radio, 

which provides directional beamforming toward the UAV. In addition, the REDBOX 

navigation module supports radio-based ranging combined with inertial navigation to provide 

APNT capability in GNSS-degraded environments (Shield AI, 2025). 

Together, these mechanisms improve communication reliability, maintain C2 

connectivity, and enhance the resilience of UAV operations in contested electromagnetic 

environment. 
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CHAPTER 3 

NATO STANAGs and Military Standards for UAV Systems 

3.1 Introduction 

C2 and ISR form the operational core of modern UAS employment. While Chapter 2 

examined the physical and network-layer communication mechanisms that enable data 

exchange between a tactical UAV and external command elements, effective UAV 

employment depends on more than communication performance alone. It also requires that 

information be properly structured, controlled, disseminated, and integrated within a broader 

military command architecture. For this reason, communication performance alone is 

insufficient to ensure operational effectiveness without compatible command interfaces, 

standardized data formats, and compliance with military interoperability requirements. 

In joint and coalition operations, UAVs rarely operate as isolated assets. Instead, they 

are integrated into multi-layered command structures where sensor data, control authority, 

and mission outputs must flow seamlessly across different platforms, services, and national 

systems. This integration places stringent demands on C2 architectures and ISR data 

handling, particularly when multiple ground control stations, command posts, and 

intelligence consumers are involved. Without standardization, even technically capable 

communication links may fail to deliver usable intelligence or reliable control to the intended 

users. 

Within the NATO operational framework, interoperability is achieved through a 

combination of doctrinal principles, standardized interfaces, and technical specifications. For 

unmanned systems, these mechanisms are formalized through a series of STANAGs 

(Standardization Agreements) and supporting military standards, which define how UAVs 

are controlled, how ISR products are formatted and disseminated, and how systems coexist 

within the electromagnetic environment. These standards are not merely administrative 

constructs; they directly influence system architecture, communication requirements, and 

operational flexibility (Gargalakos, 2021). 

Two NATO standards are particularly relevant to tactical UAV operations. STANAG 

4586 defines standard interfaces for UAV Command and Control, enabling interoperability 

between air vehicles, payloads, and ground control stations (Marques, 2015). STANAG 4609 
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addresses the formatting and dissemination of ISR products, particularly motion imagery and 

associated metadata, ensuring that sensor data can be exploited across different command 

systems and intelligence networks. Together, these standards provide a conceptual and 

technical framework for integrating UAV-derived information into joint and coalition C2 and 

ISR processes. 

In parallel with NATO standardization efforts, military standards (MIL-STD) address 

system-level requirements related to electromagnetic compatibility, interference, and 

survivability. Compliance with such standards is essential to ensure that UAV 

communication systems can operate reliably alongside other military platforms without 

causing or suffering unacceptable electromagnetic interference. These requirements directly 

influence the design and integration of communication subsystems examined in Chapter 2. 

This chapter examines the relationship between C2 and ISR operational concepts and 

the technical standards that govern UAV employment in military contexts. It provides an 

overview of the relevant NATO STANAGs and military standards, highlighting their 

implications for tactical UAV communications and interoperability. By linking the 

communication mechanisms discussed in Chapter 2 with standardized command and data 

frameworks, this chapter establishes the operational context necessary to evaluate UAV 

effectiveness in joint and coalition environments. This chapter therefore examines STANAG 

4586, STANAG 4609, and MIL-STD-461G as complementary frameworks supporting 

reliable UAV communications. 

 

3.2 STANAG 4586 - UAV Control System Interoperability 

STANAG 4586 is intended to promote interoperability among present and future 

UASs operating within a NATO Combined/Joint Service Environment. Interoperability is 

essential for achieving operational effectiveness, as it enhances flexibility and efficiency by 

allowing allied forces to share unmanned assets and jointly exploit information generated by 

UAS operations. By establishing standardized interfaces and data exchange mechanisms, the 

agreement supports coordinated multinational operations and contributes directly to improved 

war-fighting capability. 

The standard defines an architectural framework that enables interoperability across 

the principal segments of a UAS, including the ground segment (UAV Control Systems), the 

air segment (Unmanned Aircraft), and the supporting Command, Control, Communications, 
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Computers, and Intelligence (C4I) infrastructure. While compliance with STANAG 4586 

provides the technical foundation necessary for interoperability, it does not by itself ensure 

full operational integration, as factors such as operator proficiency, sensor employment, and 

appropriate Concepts of Operations (CONOPs) remain outside the scope of the agreement. 

Unless otherwise stated, the descriptions, architectural elements, and interoperability 

definitions in this section are derived from NATO STANDARD AEP-84 Volume II 

“Standard Interfaces of Unmanned Aircraft (UA) Control System (UCS) for NATO UA 

Interoperability - Interface Control Document” (NSO, 2017). 

 

3.2.1 Purpose and Scope of STANAG 4586 

STANAG 4586 was developed to address the increasing reliance on UAS in joint and 

combined NATO operations, where multiple national systems are employed concurrently to 

support theatre, operational, and tactical objectives. The standard recognizes that effective 

use of UAS in such environments requires more than the simple exchange of intelligence 

products. It requires the ability to task unmanned assets, control payloads, and distribute 

information rapidly across different command echelons. Achieving this level of coordination 

requires technical interoperability between UAS operated by different nations (NSO, 2017). 

The agreement is motivated by the observation that many existing and legacy UAS 

were designed and acquired at the national level, resulting in system-specific architectures 

with vendor-specific interfaces and limited interoperability. These systems often form 

isolated “stovepipes,” restricting shared control and exploitation of unmanned assets. While 

complete hardware or software standardization could address this issue, STANAG 4586 

explicitly does not mandate such standardization. Instead, the standard adopts an interface-

based approach, enabling interoperability through the implementation of standardized 

interfaces and functions, regardless of internal system design. 

STANAG 4586 is intentionally limited to technical interoperability and does not 

address operational factors such as operator training, sensor employment proficiency, 

certification policy, or detailed CONOPs. Compliance with the standard facilitates 

interoperability but does not, by itself, ensure full operational integration. The standard 

further assumes that safety and airworthiness regulations will apply to combined UAS 

operations and that systems integrating assets from multiple UAS may require certification. 

By defining mandatory interface requirements to be implemented as a coherent set, STANAG 
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4586 provides a technical foundation that supports advance certification and the flexible 

sharing of unmanned assets in NATO combined and joint environments (Marques, 2015). 

 

 

Figure 8: Current UAS Operations Example (Marques, 2015). 

 

Figure 8 illustrates the typical structure of UAS operations prior to the introduction of 

STANAG 4586. In this model, national UASs operate as isolated (“stovepiped”) systems, 

using proprietary data links, communication protocols, and message formats between the UA, 

the UCS, and external C4I systems. As a result, interoperability between different nations is 

limited, and sensor data are often transferred indirectly to commanders and exploitation 

systems, leading to delays in information dissemination. These operational constraints 

highlighted the need for a standardized framework for UAS interoperability within NATO 

joint operations. 

STANAG 4586 addresses these challenges by defining a standardized UAV UCS 

architecture that specifies functional components and interfaces for interoperable control, 

data exchange, and integration with NATO C4I systems (Marques, 2015). 

 

3.2.2 UAV Control System (UCS) Architecture 

STANAG 4586 establishes a standardized functional architecture for the UCS in 

order to enable interoperability among legacy and future UAS operating in a NATO 

Combined and Joint environment. Rather than defining specific hardware or software 

implementations, the standard specifies common functional elements and interfaces that 

support the exchange of commands, telemetry, payload data, and mission information 

between the unmanned aircraft, the control system, and external C4I systems. By 
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standardizing these interfaces and message formats, the UCS architecture defined in 

STANAG 4586 allows nationally developed UAS components to operate together while 

preserving system independence and accommodating differing operational concepts 

(Marques, 2015). 

 

Figure 9: UAS Interoperability Architecture (Marques, 2015). 

 

Figure 9 depicts the interoperability architecture defined by STANAG 4586, showing 

the relationship between the UAV, the payload element, the data link, the UAV Control 

System (UCS), and external C4I systems. The architecture separates air, surface, and payload 

components while defining standardized interfaces between them. Sensor data generated by 

the payload is transmitted via STANAG-compliant data links to the UCS, where it can be 

processed, displayed to operators, and disseminated to external C4I systems. This 

architectural separation allows different national UAS implementations to interoperate by 

conforming to common interface standards, even when internal subsystems remain platform-

specific. 

The Levels of Interoperability (LOI) defined by STANAG 4586, which describe the 

degree of control and information exchange supported by a UAS, are examined in the 

following subsection. 

 



49 
 

3.2.3 Levels of Interoperability (LOIs) 

STANAG 4586 defines LOI as a structured means of describing the degree to which a 

UAV Control System can interact with a UAS that is not organically part of the same national 

system (NSO, 2017). The LOIs provide a standardized framework for characterizing 

interoperability in terms of information exchange, payload interaction, and vehicle control, 

rather than prescribing specific operational concepts or system implementations. This 

approach allows NATO forces to assess and plan multinational UAS operations based on 

achievable technical capability. 

The LOIs are defined as discrete and independent functional levels, meaning that 

interoperability at a higher level does not automatically imply interoperability at lower levels, 

nor does payload control (LOI 3) necessarily imply vehicle control (LOI 4). Furthermore, the 

LOIs are applied separately to the Data Link Interface (DLI) and the Command and Control 

Interface (CCI), allowing different degrees of interoperability between the UCS, the 

unmanned aircraft, and external C4I systems, depending on system design and operational 

requirements. STANAG 4586 defines five LOIs. 

 

Table 5: LOIs defined by STANAG 4586. 

STANAG 4586 LOI Description 

Level 1 Indirect receipt and/or transmission of sensor product and associated 

metadata (e.g. KLV metadata elements) 

Level 2 Direct receipt of sensor product data and associated metadata from the 

UAV 

Level 3 Control and monitoring of the UAV payload unless specified as 

monitor only 

Level 4 Control and monitoring of the UAV payload unless specified as 

monitor only, excluding launch and recovery 

Level 5 Control and monitoring of UAV launch and recovery unless specified 

as monitor only 

 

• LOI 1 - Indirect Sensor Data Reception 

The UCS or external C4I systems receive sensor products and associated metadata indirectly, 

typically via exploitation systems rather than directly from the unmanned aircraft. This level 

supports ISR dissemination but does not permit direct interaction with the UAV or its 

payload. 
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• LOI 2 - Direct Sensor Data Reception 

The UCS receives sensor products and metadata directly from the UAV via a compliant data 

link. While this enables real-time ISR exploitation, it does not allow control of the payload or 

the UAV. 

• LOI 3 - Payload Control and Monitoring 

The UCS can control and monitor onboard payloads (e.g., EO/IR sensors), unless specified as 

monitor-only. This level enables tasking of ISR sensors while flight control remains with the 

owning system. 

• LOI 4 - Vehicle Control (Excluding Launch and Recovery) 

The UCS can control and monitor the unmanned aircraft’s flight, excluding launch and 

recovery functions. This enables mission-level vehicle tasking and dynamic retasking in 

flight. 

• LOI 5 - Full Vehicle Control Including Launch and Recovery 

The UCS has full control of the UAV, including launch and recovery operations. This 

represents the highest level of interoperability and requires strict compliance with safety, 

certification, and airworthiness constraints. 

 

 

Figure 10: UCS Functional Architecture as defined by STANAG 4586. 
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Figure 10 presents the UCS functional architecture defined by STANAG 4586 and 

illustrates how the Levels of Interoperability are implemented through its functional 

components. 

Mapping LOIs to Figure 10 (UCS Functional Architecture) 

• LOI 1 and LOI 2 primarily involve the Data Link Interface (DLI) and the compliant 

data link between the unmanned aircraft and the UCS. Sensor data flows from the 

payload, through the Vehicle Data Terminal (VDT) and Control Data Terminal 

(CDT), into the Core UCS, and onward to external C4I systems via the CCI. At these 

levels, the operator interacts only with received data and does not exert control 

authority. 

• LOI 3 extends interoperability into the payload control path, where the Core UCS 

issues standardized payload control commands via the DLI and Vehicle Specific 

Module (VSM). The VSM performs translation between standardized messages and 

platform-specific implementations, enabling payload interaction without requiring 

vehicle control authority. 

• LOI 4 activates the vehicle control functions within the Core UCS, allowing flight 

control commands to be issued through the DLI and VSM to the unmanned aircraft. 

The Launch and Recovery System remains external, reflecting the exclusion of launch 

and recovery functions at this level. 

• LOI 5 incorporates the Launch and Recovery System into the interoperable control 

loop, enabling full operational control of the unmanned aircraft through the UCS. This 

level requires coordinated integration of the DLI, VSM, operator interface (HCI), and 

safety mechanisms. 

The Levels of Interoperability defined in STANAG 4586 provide a structured and 

scalable framework for enabling multinational UAS operations. By linking specific 

interoperability levels to defined UCS functional elements and to the underlying C2/ISR 

signal chain, STANAG 4586 ensures that interoperability can be planned, implemented, and 

assessed in a technically rigorous and operationally meaningful manner. This framework 

forms a critical bridge between UAS communications architecture and effective joint 

operational employment (Marques, 2015). 

 



52 
 

3.2.4 Technical Characteristics 

In addition to the functional architecture and the Levels of Interoperability (LOIs) 

described previously, STANAG 4586 defines several technical characteristics that support 

interoperable communication between heterogeneous Unmanned Aircraft Systems (UAS). 

Rather than prescribing a specific communication medium or radio technology, the standard 

focuses on defining standardized interfaces, communication services, data elements and 

message formats that enable UAV platforms, Ground Control Stations (GCSs), and external 

Command, Control, Communications, Computers and Intelligence (C4I) systems to exchange 

information consistently, regardless of the manufacturer or the internal system 

implementation (NSO, 2017). 

Within this framework, the Data Link Interface (DLI) enables communication 

between the Core UAV Control System (CUCS) and the unmanned aircraft, while the 

Command and Control Interface (CCI) supports the exchange of operational information with 

external command and control systems. This approach allows the same standardized 

architecture to be implemented over different communication infrastructures, including Line-

of-Sight (LOS) radio links and other communication systems, while providing manufacturers 

with the flexibility to select the communication technologies that best meet their operational 

requirements (Marques, 2015). 

From a communication perspective, STANAG 4586 defines standardized 

communication services that support command and control, telemetry exchange, payload 

management, mission planning and system monitoring. By establishing common 

communication services instead of manufacturer-specific implementations, the standard 

enables interoperable information exchange between heterogeneous UAV systems and 

Ground Control Stations, thereby improving system compatibility and operational 

coordination during multinational NATO missions (NSO, 2017). 

Another important technical characteristic is the use of standardized data elements 

and message formats. STANAG 4586 specifies how operational information, including flight 

status, navigation data, mission information, payload data and control commands, should be 

represented and exchanged between interoperable systems. The use of common message 

structures reduces system integration complexity and ensures that operational data can be 

interpreted consistently across compliant platforms. Furthermore, the standard is designed to 

operate alongside complementary NATO standards, including STANAG 4609, which 

standardizes the transmission of Digital Motion Imagery (DMI) and its associated metadata, 
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ensuring compatibility between UAV command-and-control functions and ISR information 

exchange (NSO, 2017). 

Overall, the technical characteristics defined by STANAG 4586 provide a flexible and 

standardized framework for UAV communications. Through common interfaces, 

communication services and standardized data formats, the standard enhances 

interoperability, simplifies system integration and supports the effective deployment of 

heterogeneous UAV systems in multinational NATO operations (Marques, 2015; NSO, 

2017). 

 

3.2.5 Operational Relevance and Limitations 

The operational relevance of STANAG 4586 lies in its ability to enable controlled and 

scalable interoperability among UAS employed by different NATO nations in combined and 

joint operations. By standardizing interfaces between the UCS, the unmanned aircraft, and 

external C4I systems, the agreement allows allied forces to share unmanned assets, exchange 

sensor data, and exercise varying degrees of control in accordance with operational 

requirements and national constraints. This capability directly enhances operational 

flexibility, reduces duplication of effort, and improves the timeliness of intelligence 

dissemination across command echelons. 

In practical terms, STANAG 4586 supports a wide range of operational use cases, 

from basic ISR data sharing (LOI 1-2) to payload tasking and limited vehicle control (LOI 3-

4), and, where permitted, full vehicle control including launch and recovery (LOI 5). This 

graded approach allows commanders to employ UAS capabilities incrementally, based on 

mission needs, communications availability, and rules of engagement. It is particularly 

relevant in expeditionary and multinational environments, where forces may need to integrate 

nationally owned UAS into multinational command structures on short notice. 

Despite these strengths, STANAG 4586 has inherent limitations that must be 

recognized. The agreement focuses exclusively on technical interoperability and does not 

address critical operational factors such as operator training and proficiency, national 

certification and airworthiness policies, or detailed CONOPS. As a result, compliance with 

STANAG 4586 enables interoperability but does not guarantee that systems from different 

nations can be employed seamlessly or safely without additional coordination and 

certification. 
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Furthermore, achieving higher LOI places increased demands on the underlying 

communications links. LOI 3 and above require reliable, low-latency bidirectional C2 

connectivity, making operations more vulnerable to link degradation, electromagnetic 

interference, and contested spectrum conditions. In environments where LOS 

communications are constrained or actively contested, practical interoperability may be 

limited to lower LOIs, regardless of system compliance. 

Another limitation arises from payload diversity and data formats. Although 

STANAG 4586 references complementary standards for sensor data and metadata, 

interoperability at a given LOI may still depend on the type of payload carried and the data 

formats implemented by the UAS. Consequently, two systems may both be compliant with 

STANAG 4586 yet only achieve interoperability for specific payload types or mission roles. 

In summary, STANAG 4586 provides a robust and flexible technical framework that 

significantly enhances NATO’s ability to integrate UAS capabilities in combined operations. 

However, its effectiveness is bounded by communications performance, operational 

constraints, and non-technical factors outside the scope of the standard. These limitations 

highlight the importance of complementary standards, particularly those governing ISR data 

formats and dissemination, which are addressed in the following section through the 

examination of STANAG 4609. 

 

3.3 STANAG 4609 - NATO Digital Motion Imagery Standard 

STANAG 4609 defines the NATO standard for the generation, formatting, and 

dissemination of digital motion imagery within ISR operations. While STANAG 4586 

standardizes UAV command and control interfaces, STANAG 4609 governs the 

representation and exchange of ISR sensor products, enabling imagery collected by ISR 

platforms to be interpreted and exploited across different systems, ground control stations, 

and command infrastructures in multinational operational environments. 

The current version of the standard, STANAG 4609 (NSO, 2020), defines the NATO 

framework for motion imagery interoperability and introduces the Motion Imagery Standards 

Profile (MISP) as its technical implementation specification. The detailed technical 

characteristics and system architecture of the standard are described in STANAG 4609 (NSA, 

2009),which provides the functional framework for motion imagery exchange, while the 

Motion Imagery Standards Profile (Motion Imagery Standards Board, 2018) specifies the 
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structure of motion imagery and associated metadata products. These documents are used 

collectively to explain the purpose, architecture, and operational role of STANAG 4609. 

 

3.3.1 Purpose and Scope of STANAG 4609 

STANAG 4609 was developed to promote interoperability among motion imagery 

systems employed in NATO combined and joint operational environments. The standard 

addresses the increasing operational reliance on full-motion video generated by ISR 

platforms and establishes common methods for the generation, dissemination, exploitation, 

and archival of motion imagery products (NSA, 2009). By defining standardized formats and 

interfaces for digital motion imagery and associated metadata, the agreement enables ISR 

products collected by different platforms to be interpreted and exploited across heterogeneous 

systems. 

The standard adopts a platform-independent approach, allowing motion imagery 

generated by various ISR assets, including unmanned aerial systems, to be exchanged without 

reliance on platform-specific implementations. Rather than defining sensor hardware or 

communication mechanisms, STANAG 4609 specifies the structure and representation of 

imagery products once data has been collected and transmitted (NSA, 2009). This design 

ensures that ISR outputs retain their operational and intelligence value as they are 

disseminated across command and exploitation systems. 

The scope of STANAG 4609 includes the formatting of digital motion imagery, the 

representation of associated metadata, and the definition of system interfaces required for 

interoperable exchange of ISR products. The current edition of the standard further specifies 

the use of the Motion Imagery Standards Profile (MISP) as the technical implementation 

framework for motion imagery interoperability (NSO, 2020). However, the standard does not 

address command and control functions, payload tasking procedures, or communication 

waveforms, which are governed by complementary standards such as STANAG 4586. Unlike 

STANAG 4586, which governs UAV control and tasking, STANAG 4609 operates 

exclusively at the ISR data dissemination layer. 

 

3.3.2 Motion Imagery and Metadata Architecture 

A defining characteristic of STANAG 4609 is the integration of digital motion 

imagery with structured metadata describing the operational context of the observation. The 
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standard specifies how video data and associated sensor information are combined into a 

unified ISR product to ensure consistent interpretation and exploitation across receiving 

systems (NSA, 2009). Rather than defining only the visual content of the imagery, the 

standard establishes a structured representation that includes both the video stream and 

contextual information related to the platform and sensor. 

Motion imagery products typically consist of a compressed video stream accompanied 

by metadata describing platform state, sensor configuration, and temporal and spatial 

references. Typical metadata elements include platform position, altitude, velocity, sensor 

pointing angles, timestamps, and geolocation of the observed area. This contextual 

information enables receiving systems to accurately interpret imagery, perform geospatial 

analysis, and correlate observations with other intelligence sources. 

The technical implementation of this integration is defined by the Motion Imagery 

Standards Profile (Motion Imagery Standards Board, 2018), which specifies the structure and 

encoding of motion imagery products. Metadata is commonly embedded using Key-Length-

Value (KLV) encoding, allowing structured platform and sensor information to accompany 

the video stream in a machine-readable format. The integration of imagery and metadata 

enables automated processing, indexing, and intelligence exploitation within NATO ISR 

architectures. Motion imagery without metadata provides visual observation, whereas 

imagery enriched with metadata supports actionable intelligence. 

The STANAG 4609 framework also defines the relationship between imagery 

structure, compression methods, and data packaging formats. Motion imagery products may 

employ standardized compression techniques, such as MPEG-2 or H.264, and are typically 

transmitted or stored using structured container formats that preserve both video and 

metadata components.  
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Table 6: Simplified Motion Imagery System Matrix (NSA, 2009). 

 Image / 

Structure 

Serial 

Interface 

(reference 

only) 

Compression Stream Simple 

File 

Moderate 

File 

Rich 

File 

High 

Definition 

SMPTE 

296M, 

274M, 

295M 

SMPTE 

292M 

MPEG-2 

MP@HL H.264 

HP@L4.0 

H.264 

MP@L4.0 

H.264 

MP@L3.2 

MPEG-

2 TS 

MPEG-

2 TS or 

PS 

MXF MX

F 

Enhanced 

Definition 

ITU 

Rec.1358 

SMPTE 

294M 

SMPTE 

349M 

MPEG-2 

MP@HL H.264 

MP@L3 

(L3.1 > 30 FPS) 

MPEG-

2 TS 

MPEG-

2 TS or 

PS 

MXF MX

F 

Standard 

Definition 

ITU-R 

BT.601-5 

SMPTE 

259M 

MPEG-2 

MP@HL H.264 

MP@L3 

MPEG-

2 TS 

MPEG-

2 TS or 

PS 

MXF MX

F 

Metadata SMPTE 

335M, 

336M, 

RP210, 

EG37 

 N/A MPEG-

2 TS 

MPEG-

2 TS or 

PS 

MXF MX

F 

 

Table 6 presents a simplified motion imagery system matrix illustrating the 

relationship between imagery formats, compression methods, metadata representation, and 

data stream structures within the STANAG 4609 framework. The table highlights how the 

standard supports multiple imagery configurations while maintaining a consistent architecture 

for interoperability. 

STANAG 4609 supports multiple motion imagery resolution levels, typically 

categorized as Standard Definition (SD), Enhanced Definition (ED), and High Definition 

(HD), reflecting different spatial and temporal image quality requirements. Higher resolution 

imagery provides improved visual detail and situational awareness but also increases the 

volume of data generated by ISR sensors. Consequently, motion imagery systems must 

balance image quality with communication constraints, including bandwidth availability, 

compression efficiency, latency, and transmission robustness. The standard therefore 
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accommodates a range of image quality levels to support diverse operational requirements 

while ensuring interoperability of motion imagery products across NATO ISR systems (NSA, 

2009) 

By defining a standardized architecture for motion imagery and metadata 

representation, STANAG 4609 ensures that ISR products retain their intelligence value 

throughout the dissemination process and enables consistent interpretation of imagery across 

heterogeneous systems. 

 

3.3.3 Technical Characteristics and System Architecture 

STANAG 4609 defines a standardized system architecture for the representation and 

exchange of Digital Motion Imagery (DMI) within NATO ISR operations. Rather than 

prescribing specific sensor hardware or communication waveforms, the standard establishes 

common requirements for the organization, encoding, transmission, and exploitation of 

motion imagery products and their associated metadata. Together with the Motion Imagery 

Standards Profile (MISP), it provides the technical framework that enables interoperability 

among heterogeneous ISR systems. 

 

Figure 11: Motion Imagery Functional Model and Building Block Functions (Motion Imagery Standards Board, 2018). 

 

As illustrated in Figure 11, the Motion Imagery Functional Model describes the 

principal stages involved in the acquisition and exploitation of motion imagery. The 

architecture encompasses image acquisition, platform processing, control functions, 

dissemination, exploitation, and archiving. These functional stages are supported by 
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standardized technical components, including compression, encoding, metadata, transport 

mechanisms, communication protocols, containers, and formatting, which together enable 

interoperable motion imagery exchange throughout the entire processing chain (NSA, 2009; 

Motion Imagery Standards Board, 2018). 

An important feature of the standard is the integration of compressed video streams 

with standardized metadata describing the operational context of the collected imagery. By 

synchronizing imagery with contextual information such as platform position, sensor 

orientation, timestamps, and geographic coordinates, the standard enables receiving systems 

to accurately interpret, process, and exploit ISR products generated by heterogeneous 

platforms (NSA, 2009; Motion Imagery Standards Board, 2018). 

Overall, STANAG 4609 provides a standardized framework that integrates motion 

imagery, metadata, and supporting communication mechanisms into a common architecture, 

facilitating the efficient dissemination and exploitation of ISR information across 

multinational NATO operations. 

 

3.3.4 Integration with C2 Architectures and STANAG 4586 

STANAG 4609 complements STANAG 4586 by addressing a distinct but closely 

related aspect of UAV interoperability. While STANAG 4586 defines the interfaces and 

control functions required for command and control of unmanned aerial vehicles, STANAG 

4609 standardizes the format and dissemination of the ISR products generated by onboard 

payloads. Together, the two standards support the complete operational cycle of UAV 

employment, from mission tasking and vehicle control to sensor data exploitation. 

The interaction between the two standards extends beyond a simple separation 

between control and data dissemination. STANAG 4586 provides mechanisms for tasking 

and configuring motion imagery payloads, including the selection of sensor operation 

parameters, compression methods, and metadata requirements according to mission needs 

(Marques, 2015). The imagery products generated by the payload are subsequently formatted 

and disseminated in accordance with STANAG 4609 specifications, ensuring consistent 

interpretation and exploitation across different command and intelligence systems. 

This relationship reflects the distinction between command authority and information 

dissemination in modern UAV operations. STANAG 4586 governs vehicle behavior, payload 

tasking, and sensor control through standardized command interfaces, whereas STANAG 
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4609 ensures that the resulting motion imagery and associated metadata are represented in a 

common format for interoperable ISR exploitation. 

Within the UAV signal chain, commands issued through STANAG 4586 interfaces 

enable sensor tasking and data collection, while the ISR outputs generated by the payload are 

structured and transmitted according to STANAG 4609. This architectural separation allows 

distributed intelligence exploitation while maintaining centralized or delegated control 

authority and highlights the complementary role of both standards in enabling interoperable 

UAV operations (NSA, 2009). 

 

3.3.5 Operational Relevance and Limitations 

The operational relevance of STANAG 4609 lies in its ability to enable interoperable 

dissemination of ISR products across multinational forces. Standardized motion imagery 

formats support rapid intelligence sharing, reduce system-specific processing requirements, 

and facilitate integration of UAV-derived imagery into common operational pictures. 

However, the effectiveness of the standard depends on several operational factors. 

High-quality motion imagery requires substantial communication bandwidth, and degraded 

communication conditions may limit transmission quality or timeliness. The performance of 

STANAG 4609 dissemination therefore depends on the availability and reliability of the 

underlying communication infrastructure, particularly in bandwidth-constrained or contested 

electromagnetic environments. 

Furthermore, while STANAG 4609 standardizes data representation, it does not 

guarantee the quality of collected imagery or the accuracy of associated metadata. Effective 

ISR exploitation depends on sensor performance, metadata precision, and compatible 

processing systems. Technical compliance with the standard must therefore be complemented 

by appropriate system integration and operational procedures. 

While STANAG 4609 defines the structure and dissemination of ISR motion imagery, 

the reliable transmission of these data products depends on the electromagnetic compatibility 

and interference control requirements addressed by MIL-STD-461G. 
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3.4 MIL-STD-461G - Electromagnetic Compatibility 

Requirements 

MIL-STD-461G defines the electromagnetic compatibility (EMC) requirements for 

military electronic equipment and subsystems to ensure reliable operation in the presence of 

electromagnetic interference. The standard establishes limits and verification procedures for 

controlling electromagnetic emissions and susceptibility characteristics of electronic systems, 

enabling communication, sensing, and control equipment to operate effectively within 

complex electromagnetic environments (Department of Defense, Interface Standard, 2015). 

The standard applies to a wide range of military platforms and electronic subsystems, 

including communication systems, avionics, sensors, and power electronics. Rather than 

defining operational communication protocols or data formats, MIL-STD-461G specifies 

engineering requirements and test procedures designed to ensure that electronic systems 

neither generate excessive electromagnetic interference nor exhibit unacceptable 

susceptibility to external emissions. In the context of UAV operations, compliance with MIL-

STD-461G supports the integrity of C2 links, ISR data transmission, and onboard electronic 

functionality, particularly in spectrum-congested or contested operational environments. 

 

3.4.1 Purpose and Scope of MIL-STD-461G 

MIL-STD-461G establishes electromagnetic compatibility requirements for military 

electronic equipment and subsystems. The standard establishes limits and verification 

procedures for controlling electromagnetic emissions generated by electronic systems and for 

assessing their susceptibility to external electromagnetic disturbances. Its primary objective is 

to ensure that military platforms can operate effectively within complex electromagnetic 

environments without causing or experiencing unacceptable interference (Department of 

Defense, Interface Standard, 2015). 

The scope of MIL-STD-461G encompasses a wide range of military electronic 

equipment, including communication systems, avionics, sensors, power electronics, and 

control subsystems deployed across air, land, and maritime platforms. Rather than specifying 

communication protocols or data formats, the standard defines engineering requirements and 

test procedures that ensure compatibility among co-located electronic systems and reliable 
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performance in operational electromagnetic conditions (Department of Defense, Interface 

Standard, 2015). 

In the context of UAV systems, compliance with MIL-STD-461G supports the 

integrity of C2 links, ISR data transmission, and onboard electronic functions by reducing 

electromagnetic interference and improving system robustness. This capability is particularly 

important for tactical UAV operations in spectrum-congested or contested environments, 

where electromagnetic disturbances may affect communication performance and mission 

continuity. 

 

3.4.2 Electromagnetic Emission and Susceptibility Test Categories 

MIL-STD-461G defines electromagnetic compatibility requirements through a 

structured set of test categories that address both electromagnetic emissions and susceptibility 

to interference. These categories ensure that electronic systems neither generate excessive 

electromagnetic disturbances nor exhibit unacceptable sensitivity to external electromagnetic 

fields (Department of Defense, Interface Standard, 2015). 

The standard organizes electromagnetic compatibility requirements using a 

standardized alphanumeric designation system that classifies tests according to the type of 

interference and coupling mechanism. Requirements are categorized as conducted emissions 

(CE), radiated emissions (RE), conducted susceptibility (CS), and radiated susceptibility 

(RS), where emission requirements limit the electromagnetic energy generated by equipment, 

while susceptibility requirements define the ability of equipment to operate correctly in the 

presence of external electromagnetic disturbances (Department of Defense, Interface 

Standard, 2015). This classification framework provides a structured approach for evaluating 

both the interference generated by electronic systems and their resilience to electromagnetic 

environments. 

Emission tests evaluate the level of electromagnetic energy produced by equipment 

during operation. Conducted emission tests measure unwanted electromagnetic energy 

transmitted through power or signal cables, which may interfere with other systems sharing 

the same electrical infrastructure, while radiated emission tests evaluate electromagnetic 

energy emitted through space that may affect nearby communication or sensing equipment. 

Susceptibility tests assess the ability of equipment to maintain normal performance when 

exposed to electromagnetic disturbances, either through electrical connections (conducted 

susceptibility) or through external electromagnetic fields (radiated susceptibility). 
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To illustrate the classification of electromagnetic interference mechanisms and their 

operational implications for UAV systems, Table 7 summarizes the emission and 

susceptibility categories defined in MIL-STD-461G together with their relevance to UAV 

communication systems (adapted from Department of Defense, Interface Standard, 2015). 

 

Table 7: MIL-STD-461G Electromagnetic Emission and Susceptibility Categories and Their Relevance to UAV 

Communication Systems. 

Type Meaning Interference Path Relevance to UAV Communications Link 

CE Conducted 

Emissions 

Electromagnetic energy 

transmitted through power 

or signal cables 

May cause interference to onboard 

communications subsystems and internal 

electronics 

RE Radiated 

Emissions 

Electromagnetic energy 

radiated through space 

Can affect nearby RF systems and 

increase electromagnetic interference in 

communication links 

CS Conducted 

Susceptibility 

Sensitivity to interference 

introduced through 

electrical connections 

May degrade communication system 

performance due to disturbances entering 

via cables or power lines 

RS Radiated 

Susceptibility 

Sensitivity to external 

electromagnetic fields 

May affect UAV communication links in 

the presence of external RF interference or 

intentional jamming 

 

The classification presented in Table 7 highlights the different mechanisms through 

which electromagnetic interference can affect UAV communication systems. Conducted 

effects primarily involve disturbances transmitted through electrical connections and internal 

system wiring, which may influence onboard communication subsystems, avionics, and 

sensor interfaces. In contrast, radiated effects involve electromagnetic energy propagating 

through space, potentially affecting communication links, navigation systems, and sensor 

operation. 

From an operational perspective, emission control requirements reduce the likelihood 

that onboard electronic systems will generate interference that degrades system performance 

or disrupts co-located equipment. Susceptibility requirements, on the other hand, enhance the 

ability of communication systems to operate reliably in the presence of external 

electromagnetic disturbances. This distinction is particularly relevant for UAV platforms 

operating in complex electromagnetic environments, where both internally generated 

interference and external electromagnetic sources may affect communication performance. 
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The classification of emission and susceptibility mechanisms also provides a direct 

link to the reliability of command and control and ISR data links. Conducted disturbances 

may affect internal signal integrity and system stability, while radiated interference may 

degrade wireless communication links operating in the S-band and C-band frequency ranges 

analyzed in Chapter 2. Consequently, the structured testing framework defined by MIL-STD-

461G supports the development of UAV systems capable of maintaining reliable operation in 

spectrum-congested and electronically contested environments. 

 

3.4.3 Operational Relevance for UAV Communication Systems 

The electromagnetic compatibility requirements defined by MIL-STD-461G are 

directly relevant to the operational performance of UAV communication systems. Tactical 

UAV platforms rely on multiple electronic subsystems operating simultaneously, including 

communication transceivers, navigation equipment, sensors, and control electronics. Without 

adequate electromagnetic compatibility, interference between these subsystems may degrade 

communication links, reduce sensor performance, or compromise mission reliability. 

Compliance with MIL-STD-461G supports the integrity of C2 links by limiting 

unintended emissions that could interfere with onboard receivers or external communication 

systems. It also enhances the reliability of ISR data transmission by reducing the 

susceptibility of communication equipment to electromagnetic disturbances. These factors are 

critical for maintaining continuous connectivity and ensuring safe UAV operation, 

particularly in environments where reliable communication is essential for flight control and 

mission execution. 

Although MIL-STD-461G does not directly define electronic warfare or anti-jamming 

techniques, compliance with its emission and susceptibility requirements contributes to 

improved resilience of UAV systems in contested electromagnetic environments. By limiting 

unintended emissions and increasing resistance to external electromagnetic disturbances, the 

standard enhances the ability of communication links and onboard electronics to maintain 

reliable operation in the presence of interference. This capability is particularly relevant for 

tactical UAV operations, where electronic warfare activities, spectrum congestion, and 

intentional jamming may degrade communication performance. 

The effectiveness of S-band and C-band communication links analyzed in Chapter 2 

depends not only on propagation characteristics and bandwidth availability but also on the 

electromagnetic performance of the underlying electronic systems. Electromagnetic 
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compatibility, therefore, represents a foundational requirement for robust UAV 

communication architectures and supports the effectiveness of complementary anti-jamming 

and electronic protection measures. 

 

3.4.4 Limitations and Practical Considerations 

Despite its importance, compliance with MIL-STD-461G does not guarantee 

complete protection against electromagnetic interference or hostile electronic warfare 

activities. The standard defines controlled test environments and performance thresholds that 

may not fully represent the dynamic, unpredictable conditions encountered in operational 

environments. As a result, additional protective measures, such as electronic protection 

techniques and spectrum management strategies, are often required to ensure communication 

reliability in contested scenarios. 

Furthermore, achieving compliance with electromagnetic compatibility requirements 

may introduce design complexity and increased system cost, particularly for small or 

resource-constrained platforms. UAV systems must balance electromagnetic performance 

requirements with constraints related to size, weight, and power, which may limit the extent 

to which mitigation measures can be implemented. 

Another limitation arises from the evolving nature of the electromagnetic spectrum. 

Increasing spectrum congestion, the proliferation of electronic systems, and the growing 

sophistication of electronic warfare technologies present ongoing challenges that extend 

beyond the scope of standardized compatibility testing. Consequently, while MIL-STD-461G 

provides a critical framework for electromagnetic reliability, it must be complemented by 

operational procedures and system-level protection strategies to ensure robust UAV 

performance in modern operational environments. 

 

3.5 Chapter Summary 

This chapter examined the principal standardization frameworks that support the 

reliable operation, interoperability, and electromagnetic robustness of unmanned aerial 

vehicle systems in modern operational environments. The analysis demonstrated that NATO 

and military standards address complementary aspects of UAV communications, spanning 

control interoperability, ISR data dissemination, and electromagnetic compatibility. 
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STANAG 4586 was presented as the primary framework enabling interoperability in 

UAV command and control by defining standardized interfaces and Levels of Interoperability 

that support coordinated multinational operations. By establishing a common architecture for 

UAV control systems, the standard enables shared control authority, payload tasking, and 

information exchange across heterogeneous platforms, thereby enhancing operational 

flexibility and effectiveness. 

STANAG 4609 was examined as the complementary standard governing the 

formatting, transmission, and exploitation of ISR motion imagery and associated metadata. 

Unlike STANAG 4586, which addresses control functions, STANAG 4609 operates at the 

information layer, ensuring that ISR products can be disseminated, interpreted, and integrated 

across different systems and command structures. The standard supports near-real-time 

intelligence exploitation and multi-user dissemination, while imposing specific performance 

requirements on the underlying communication links. 

MIL-STD-461G was analyzed as the engineering framework ensuring 

electromagnetic compatibility of electronic subsystems and communication equipment. By 

establishing limits on electromagnetic emissions and defining acceptable susceptibility levels, 

the standard enhances the reliability of UAV communication links and onboard electronics 

operating in complex electromagnetic environments. Although it does not directly define 

electronic warfare or anti-jamming techniques, compliance with MIL-STD-461G contributes 

to system resilience in spectrum-congested and contested environments. 

Taken together, these standards form an integrated framework supporting effective 

UAV operation. STANAG 4586 enables interoperable command and control, STANAG 4609 

ensures standardized ISR data dissemination, and MIL-STD-461G provides the 

electromagnetic reliability required for stable communication performance. Their combined 

implementation directly influences the robustness, interoperability, and operational 

effectiveness of UAV systems. 

The examination of these standardization frameworks establishes the technical and 

operational context for the subsequent analysis of UAV communication performance and 

system effectiveness. In particular, the requirements for reliable data transmission, low-

latency control, and electromagnetic resilience reinforce the importance of robust wireless 

communication links and support the broader assessment of tactical UAV communications in 

operational environments. 
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CHAPTER 4 

Conclusion 

 

This thesis examined the role of wireless communication systems in supporting 

reliable operation of tactical UAVs. Modern UAV platforms depend on communication links 

to maintain C2 connectivity and to transmit ISR data to the GCS. As UAVs are increasingly 

deployed in dynamic and contested environments, the reliability and resilience of these 

communication links become essential for safe and effective mission execution. 

The study analyzed the communication requirements of UAV systems and the 

characteristics of the wireless technologies used to support them. Particular emphasis was 

placed on the S-band and C-band frequency ranges commonly used for line-of-sight air-to-

ground communication. The analysis showed that S-band communication provides reliable 

propagation and stable connectivity suitable for C2 links, while C-band communication offers 

higher bandwidth capacity and is therefore better suited for high-rate ISR data transmission. 

In addition, the thesis examined communication network architectures for UAV 

systems, including wireless mesh networks and MANETs. These architectures enable 

distributed communication structures that improve connectivity and operational flexibility in 

infrastructure-less environments. The role of directional communication technologies, such as 

phased-array radio systems, was also discussed, highlighting how beamforming techniques 

can improve link reliability and resistance to interference. 

The V-BAT VTOL UAV was used as a case study to illustrate the practical 

implementation of these communication technologies. Finally, the thesis examined electronic 

warfare threats affecting UAV communication systems and discussed mechanisms that 

enhance communication resilience in contested electromagnetic environments. Overall, 

reliable and resilient communication architectures remain a fundamental requirement for 

enabling effective UAV operations in modern tactical environments. 

Finally, the thesis examined electronic warfare threats affecting UAV communication 

systems, including jamming, interception, and spoofing. These threats highlight the 

importance of communication resilience mechanisms such as directional transmission, 

frequency agility, secure networking, and alternative navigation support systems. 

Future research could investigate communication performance in more complex 

operational scenarios, including multi-UAV cooperative networks and UAV swarm 
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operations. In such systems, adaptive communication architectures will be required to support 

coordination, distributed decision-making, and dynamically changing network topologies in 

contested electromagnetic environments. 
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